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MOHMUTOP

2 AQ "MonnTop dnokTpuK”, 2023 e .
AEKTPHK

ABTOpCKME, HMYLECTROHNEIE NPaBa W OBWME NONOXSHMA N0 KONOMLICBAHWIO SOKYMEHTS

HacToAWA QoEyMeHT Depac BTRMBSETCA HE PAnTIRDHOA OCHOBE C BHACEHNEM BoRE HELHm I bl HCNpaBn ekl |
OORNCRHEHAN B S ipalme Beinycom,

NpaanprEATE BoE MOPS] ANA TOM, YTabk COOSpEALRACA 380k WHEOpMAUME GLina MEECMMANEHD aETENLHoE §
FOMBGR, TEM HE MEHSE, KOMNBHER Mot Top INeETPUK He HECET OTBETCTBEH BOCTA 38 ALK WK JIRLEHHA, 8 TAKKE
=a ool e p, npeYHH IR D Po IR TRTE MCNONEI0HIHHA COORPXALLACA 1000k MIHEOpMELKRH,

D TEEHHYECEME HETOUHOCTRS MMM SNE49STEEY Bl MOk ETe cODGUATE B Cnysly TeaHMSCKoR MoGANE CEKE MOodHTER
Snentpre, b Byaew pags pdLmm JaMe<EHARM @ 1D gnom W M,

Cogepsanie QEHHOMm GUayMaHTs MoeT Gems naMaHerno 583 npaapapiTenLHom yeagoMneHuA. Mapag
MENonNEI0EaHKEed YERANTECE, UTt 3T0 AKTYANLHER BEMGR, CODTESTCTEYOLEAN BEp MM MERDM INGLISAGA cacTembl. [na
NOAY-IHAA AKTYAMLHEH BEPOHA By W OXETE JBPETATECR N0 ANPECAM, YEEIAHHLIM HA CRETS wwwmonitelnl,
DEkH=IE GOEMEHT CORBEHNHT MHECPMELMHEG, KOTODER REANRETEA KOHEMABHUMANEHER M NOWHARNSERT MOHTOR
Jnentpic, Bor npasa saupnipeis, He Aormcras Tor condpasaFye, NepedaYsd, pacnpocTpds cHSbe M s ag
PAATNALEHEE CONADMAHWA QEHHOM QUEWEHTE, B TAIOHS, Mo BRReees B HErD TRETHR NELan e
AMEsMEHHON paipaisHAn MoHwrop Jne kT, Hapyls Tens HecyT aTheTcTEERHOETE 13 ylepd 8 CoOnTES TETEAM &
JATTHOM,

HEsEaHAN NPOEYTOE B KOMIOAHAR, WISMAHYTE S 30800, MATYT SEMATECH TOOIOBRIME W SPEaRN CODTES TETEHHUNE
Arangn. i,

Mpoayxuen, 5A KOTopE0E paAIpaGoTAHE HECTORILARA GOy 8H TRUWA (QOEWEHT] RANASTEA CNOHHBIM NDWKNAGHELIM
nporpas e g adecneysises, KOTOpoR ganss Gyger imelosaTecH «Mporpaseii® NpoOyETs,

Eomnarne MoseTop SnesTpdl 0CTRENFST 18 coG0@ NpaeD BHECeHWA MOGHX MIMBHEHEA B HECTORLLE

DK RS HTE LK.

FapanTua

Kamnanue Moremop 2necTpul MpasmipyET yCTpasakue s anadiixn Mporpasssos npogyeme gedexton,
HeonpaaneHHbe sapcai [ porpesmHor NpogWTe NPeICTEENAKTCA B BALE sEHOBNEHER,

OedekTou MpsIHad Tea oTKNDHEs S dyHELAGHANE HOETH NporpaMMHOrs REIyETa AT CODTEETETEYO LD DIMCaHWA,
NPWBEAEHHOID B HECTOALEH JOKWE HTALMK, TRENA TCTEHLES HORMANLHIH 3mcnmeaTalmy NMpopamseom npoaxTa,
NpH yEndads cobnisHnmn TReBoBEHHA K GOTaHMSBUHA SEEIUTETALMEA, NpHEBEREHHB E HACTOALLEA 10Ky EHTAL MK
FlomychaaTen HsCyLLR CTINE e AN K TR BCEDR G RUHOHENLHOTTY [TRorpamstisora APoTETE B oNHSIHEA,
NEPHBAABHHOTE B HECTIALLEH OO YMBHTALIME, MpW YCN0BWAN, 4TH 3710 HE BNARET SHEYNMEW oBpaoM Ha Npouecs

SECTUTYE TALINA,
Mpaemna GezonaEcHOl IKCAMYATALUNA H OIPEHAYSHHS OTESTCTESHHOCTH

MporpaMMHER NPOIWT GYHELROHWPYRT B COCTREE CHETEM ki, BKANSAKILEE MM 0 CaMore MpofpdMMHGre NpoayKTa
EXMNLOTERHE @aNnNapaTHow Dﬁ'ﬂ'ﬂﬂi“ﬂﬂ“ﬂ. CACTRAHEDR W CNOLUMENLHIE NPOTEAM WHEDR ofiecneweHNE, CRMEEHTIH
BEFMCTMTENEHOA CETH — BANSa COBMECTHD WMAaHYEMBE HHQDacTpRTYDOA. CoBpaMaHHER BHpPacTEETYDE, B
TR KLLMD pyeT MporpasME LA NPOSYT, IKNNNAET CNOCHDE SNNApATHOE W RpopaMMe o obecnedeiwsa,
EOTOPOE MOEET MOISPHEINEIBATECRA ¥ DEH0BNATECA HEIABWCHMD 0T [porpan MEoM Npogy T MosTosy anA
Gesanacror @ Gecnepebornod sscnnyaTaune NMporpam e som NPoGYKTE Neped BS0A0M Sro B NOCTaHHHY
SECNMBTALAN Jan#HE GeiTe paspaboTaHa SKCNNYaTELEIHHAR ACEWWEHTELRA HA cacToay 8 enam. Hacmosemi
DOKYW BHT NPEgHAHAYEH ANE OEMErSHAS 0N I0BETENED (IKCINETHPRLER OPrEHHIALIAN) SAGEHH FaapatoTid
CofoToRIHDHE IECNMATALMO HIEoH DORYMETILIMA 0 CRCTEMY,

Orin noasiuEs e GesonacHocTd W Gecnepebodiocns akmny@ @y cicTeM Ha Dide NMporpdssrcm npogwTa
HeobMmaMMo BRENanHETE CIEayILMe CCHOBHER TREBEREHNA NO OprasMWIaUMK SKCnMETEYRA [opyie TRAGoBEHKA o
DEROMEHAALHN W OMYT SONSANETLCN B CO0TES FETEOUINE DA EEIEN 0y MaHTa ]
* Peaniiaysn # SECMM@TIUME anTouMaTHIMpondireg CHCTER, B codTane KOTopax dyvyisarinpyet Npopams sl
MPGEWT, BONEHSE CCALACTENRTE GA HA OCHORA NPEAETHOR GoTyMaHTaUMA, NpK paspabaToe koTopol NpopaboTaHe
M EOMBGOSaHE & 3HEANYATAROWER ODFaHEIELASN BES BONPOCE COBMBETAMOCTA I MHTEPEUMA KOMNaHEHTOE,
EXMHAA MTporpaEMMsHBH NpOasT.
= SRcnnyaTalkA pHDEMMHOMD NPEOYTE LAMEHE NPOBOGHTLCA B COOTRETCTERE C SKCNYETRLHIHHOR
ADEEHTRUASA MCNMATARRIER opRaHEIELE, 0 TAKKS pekoMargiigane Cmmbs Tesnsackal noggepsee
MaruTop FnekTpeE.
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* B sEcnm@ETauMoHEOA QoRYWAHTALAN Gokas e ONBCEH MEXEHWEM BEEHM 008 ACTERR CIBUMANKCTIR

I NIRRT EVOLEH SDMEERSELAE [AOMMHBCTPATIpR, NonsdamEaTend) co Crpebol Teeivseooad nogqepmEn
MoRMTOR SNaKTPHl, BKNKMNEA PEMaMesT BHNONHEHWA paKoMaHIEYRA W NOAMTORKH OTBETOR HE 3ANPotk
AEMGNHATEABHGRA WHOEW SlwE Cigehol TESHRSEKER NOELSHNKEA MoATOR INeCTpE B Mo48 WTATHOR
HCTALME ¥ yoTpaHeHie kapiueiel p paSata MporpamMs om NpoET.

= 3ENpALLEHD WCAOMNbLSEEEHWE HALTETHLI CREACTE, HE BROEAWMY B COCTEE MNporpaEMMHOTD NDOAYETE WK He
CNMCEHHEE B SICRMATALMOHEGE 0K EITILAE, B TOM YMCNE BHCTPYECHTOR JMA DHECEHHA WaMeHaHul n Gass
OBHHE [parpEMMHOM NRLIETE,

= AnfEpATHOS abGCREdEHnE, CHCTAMHOS BPOfpaMMHas abBchedsine, BHallnas ApofpamMimis ofach siaHBe,
riavmanricTapougs o Npompamaesuee npoaykTod knd paboawaes va abwed o Ham annepamol nraTiopes, a
Tase goyan MT-dHdpacTpyTypa, obecnedwsasou@n padory NMporpamMHan NpagyeTa, JomHe G
COBMSCTAME C SECnMm@Tepyesol napowed Mpompamssan npoayxTa @ daskuMoispamts Saa oSoen,

* B cODTRETCTEMM C BCNIYWBTALMOHHON Q0K SHTELHEH ¥ BEHYTDSHEREN PerNamMaHTEME SECTUTYETHR A0SR
OprANWAALMN, C onpegengHHod NepUogEHEOCTE K GOMKHE BRROOHSTeGH CRegpaure NpodEnitTecke
MapONPHATHA

= NEpRIArpYILE CRPASEIA ¥ KneaH PRE M pabicyus cTadyed , 8 KoTops yCTaHorneH Mporpan sieslid npoyeT;

— YCTEHOBEE KP AT CHM BAXHL00GHOBMNEHHA GICTEMH oM NporpasmHoTs ofeacnewsHna, BHEWHETS
nporpamMssion obecnedenng, mxadMmoaodcrmacaen o MporpamaMese Npoays e wnd paboranaena ia obupi ©
Hik BNRADATHEN NNEThepME;

=obrammar e anTHepyorex B Ha o2peepis i KnnanTorRE pEbovse CrisuMER, 18 ROToPEK YOTaN QmnaH
Mporpases auld NRoOYET;

— NpoaspEa W abecnENaHBE JOCTRETOMHOCTH SNNAPATHRE PECYRCIE

= NROARPKA MYPHRAME onepaumsiHod cucTom i W Nparpaus MEor NPoOyCT HE HandHse 3annoall of b W
VETRBHEHWE MNP FHAH M3 BIIHARHOBEHWER,

= A QHATApMI Loppek Tiod pabon cetaparo clopygoadnna NBC, comapoe pacroyet b obMere Gasinss e Bemagy
KOMMNoHEHTEMA [NporpasMHors NpoayETa, 8 TakEs wesgy (IporpaMMHsS MPHIKToM B BHEWHHME CHETaMaMi.

* PEiTaMEHT (P8 P 0AHE E T, YETIOBAR | Bl QFHEHAR 1 OO R S Th e G M & PO WA THA 0P Sger 8 TER

SECTIIYMTM PO OPraEEIaEal CaMOCTORTRA kI B IADMCWMOCTE 0T YoRoaui s cnm@TaLIIaWN © y4ETom
PEXOMEHEAWA, NPUBEEEHHLY B HACTOALLEA LOKMSHTALIAN, 1 PeEoseH IALWA G s TaHm4eCconi N0 apsKl
Karutap JINEETESE Ni# WX RN S,

* [pw wenons3gaas i MNporpeasaMHons NPOIYETa ANA BeINONHSHWA BENHLE ONapaidl, KoTOfHs8 MONyT NPUBACTH K
BOAHWKHOBEHMSE AHEUWTET b Mo Yk TROE W SRASAHL © PACKEMA A0 XAAHA W A00poaLa oned, NaNLAoBaTENL
Mpiorpas A NpooWT Aemed yEegemeoa B T, 410 NpopamMMHeE NpaayT o MHERECTRYETYRE Gy EUM OHMpWeT
B LUTETHOM pakdMe, Gad cloan, 8 nocns J8eaplusHWA oRegalME — yiaauT:CA B TOM, YT 8HE BeiNdNHaHE
KOppELTHO,

= Boe sHaveu e gne ofecnawnne BeronacHof sccnmETalee Mporpam Mo NPy TS PETEMSHTHES OB RELMK
W NP rak ECKWe MepOonpes ren, & TaKmS e T NpoEEpEN MTosHOCTH SHCTEME! K Bk OMTIEH A0 Bl kN
DREpaLPMA 1 DAKTH YENALHOND EuNONHEHER B3 LI ONEPALWA NonKHE $EICHpIEaTh oo B ONEPATHRHDE KypHann
SHENTRETELMN W NOSTBERM IATECH JITH ER0EHHEN COCoBok — BB YoM O TREHHE SENIETAR Y LER
CRFANMIALMA, SECN AYRTHECAER OPIEERIGLHA QOMEHE RPRLOCTRRNATE KONME # 06ARCKW 13 ONBREITHRRERD
AMYPHENA SCNIYETALMK NG 3anpocy Caysiis) TeHWYec0d NoAasp=Ed MOHWTOD DNEKTRR

Komnadme MosrTop JnesTide 48 HACAT GTBATCTESHEGCTH 38 WINYLBHHYD SE0HDWHBCE 0 BRiroydy, Yo TER M
NPETEHIANA TRETHEE ALY, BENKHSEn moce NpaMse, Lotosrrne, CrRE e, oneUmkng e, THRE S A
BLTERA S YOLITOR (BLMEINER, HE HE STPEHRHRBARTCE , YTRETY BIIM DEHGETH WCTIGNL3DBEHEA, NOTHHO aHHEX WKk
npUBGEIAN, NPECPALEHAS AARTENLHEETH), NPoEIoefnEe NEA NOGARH Coe e OB TETES HHOETA, BOSHFKLLINE
BENSNCTAME WCRHO ML I0EaHWA WM BEB0IMONHDETH WENankIonaleR TIpoTpaMMuars NEooYE T, e achi o

B O HDETH TREGND WUEPGE Saing $RABMEHO.

A Monumon Jrewmpiw, 023
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1.2. Yerawoska CH2L.Powar SCADA
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B CKH

1. Ycranoeka CK21.Power SCADA Ha nnardopme

Linux

flns Beb=npunomesnid CK21 npegycmatpesa BoamMoxHOCTE pabotul Ha naathopume CK=11, 8

TOM HHCAE C MCNONbIOBAHHEM 28 CEpBEpPHbIX KOMMNOHEHTOR.

B npouecce ycranosx CK=11 Ha naatdopse Linux BeINOAHAETCR pa3sépTelBaHWe CEpBEPHON

wacT CucTesel, Ba3 gaHHLIX Ha NOArOTORAEHHLIX CEpERPAX C COZAaHMEM gomenda CK=11.

Aomex = rpynna SCADA/EMS cepeepoB, WIDNMPOBAHHAA OT APYTOH TRPYNNL, KOTOPAas
BLINCAHRET ONPEegErEHHBIR HaGop dyHELWA Takkx Kaxk: paboTa B TeMne Npouecca, TpEHAMER,

WCNLITATE NS HBIA TONAIOH # A

BoamoxHe! cChefyioupe oxembl paisEprweaHdA  gomedHa CK-11, 8 3aeMoaMocT OT
KOAMMECTEA CEPBEPHLIX y3NoE gomeda CK-11, onpegensiowie pasHuuy B NOAroTOBEKE

ceprdurkator, keytab=-panos u HacTpoieW WHeeHTapR Ansible;

e

o

Mepes HawaaoM pafior No NOATOTOBEE K YOTAHOREE CepBEpHOA wacTw
ChcTomMbl POKDMEHIYETCR OIHAKDMWTRCE © PAREN0M CNDAROYHOR CHCTEMML
"OpranuMEaLMn pacnpaseseiss W BAAIHCMDOREN CEpREPHMX PECYpLoE”

o

Toqkw nogknovesss WEB EP w SCADA_EP veobxogvuel gNA B3aMmanaeicTEER
£ goneHTm TE=11:

o TouEa gocTyna SCADA_EF no3aonseT NnepeagpecsBbBaTy 3aNpoce K sef-
cepmscan CE=11 Ha coppepa Wie (PYTINE COPBOPOR TR0
ONEPATURHOND KOHTYRA, COCTARNARLL M FPYIIY "OCHOBHIR Tpymna’;

o Touka gocmyna WEBEP moaponseT nepeagpecoaspate 3anpock K seb-
cepEacan CK-11 Ha cepBepeE WM FEynne Cepsepop Bed-npusose-ei,
COCTABERRHILL MR rpynmy “Befi=cepawcss,

A Monumon Jrewmpiw, 023




Yevanomka CHI,FPower SCADA wa nnatdopme Linux B
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Cwpma passEpruimanen gose i CHa=11 M LR ETH YRAAK

CTEascycToMHMBOCTE TRYTINL “ICHOBHAR TpyTna” PeasEyeTon HanpasneHWem
3INPSCOA K GCHOBNOMY CEpaapomy yany (masier) fpynne No agpecy ToqKM
Avcryna  SCADAEP,  Ynpasagnwe  NEPeIgpecauMen TOMKM  0CTyNd
BLINOAHRETEN CPECTEIMN CEpBEPHOTO Nprioxerss “Chywba ynpasaesss
aagasane CE-11° (CK-11 Supervisor) 3a cuiér mpueaasd IF Tous goomyma k
CETEEOMY MHTED§ERCcY CepBepa, KOTOPBE B G3aHHLIA MOMEHT FBRARETCR
oCHoEHEM B goMede CE=11;

OTeazoycTORHMBDCTE MPyNnel “Bel-cepencn”™ DEIMMBYETCR AONOS B30 AHWEM
NparpasmE HAProxy.

&40 “Worumap Jmeempon”, 2023
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+ Chymba kaTanoros:
o Microsaft Active Directory (MS AD);
o FreelPA,

A0 “Monumop Imeampow, 023



Yeranomka CHI,Fower SCADA wa nnatdopme Linux B

' Mpw wononb3ceasmad  COnowdu  somoscéos  Freslifd e nogispsdeasTcR

i J DHOWYPaLEsE paisdpTeEAHNA © KAMEHTCKMMM KDMNLE0TEDAMM Ha TNATHOpMe
N Windows.

B sapwante pazsépTuigadua gomeda CK=11 co Cryebod romarceoe M5 AD npegnonaraercs
Hafduwie YWeTaHOBRAGHHOND W HACTROBHHOTS KOHTpOAREDA Cﬂ}'ﬁ'ﬁu K¥dmafsodoe Ao Hayana
yCTAHOBKW CACTEMb.

Mpu wcnoablosanwn Coywber somanozos FreelPA Bo3somMbL CA8yOLIME  BAPWMAMTHI
KoHpUrypalky palséprasanus CK=11:

* Kowtponnep Cmoxle kamanoczod FreelPA ywe yCTAHOBMEH W HACTPORH HA OTARALHOM
CEPREPHOM YRR, BRINOAHACTCR YCTAHOBKA TOMbKD joMeHa CK=11;

= Kowtpoanep Coywler xomamoeoe  FreelPA w powmed CK-11  ycTaHaBIMBRHOTCR W
HACTRAWBAKITCA OfHOBPEMeHHD aucTpvbBymueom Cucremb. Kontponnep Caywbsr
KOMIAC20e YOTaHABAWE3ETCA Ha OTAEARHOM CERBREQD HOM yane,

» Kontponnep Coywler xomanozos FreelPA w powmen CK-11  ycTaHaBIMBAHITCA W
HaCTRAWMBAKITCA OQHOBREMEHRD AHUPH&}'THEEIM CHCTEMbI HA OAHOM CEPBERHOM Y3AE,
HdaHHan xoHQUIypauWua NPpAMEHABTCR TONBKD ANR KOHPUrypayWwe pa3igépTeiBaHWRA
Aomeda CK=11 c ogHWM cEpBEpHBIM Y3N0M.

Mpouecc yoraxoska CK=11 npeacTagnReT W3 cefiA  aBTOMATWIMPOBAHHYH HACTPOAKY
CKPYHEHWA ¥ pa3gepThigaHue MO cpeicTEAMM CUCTEMBI YNPABNEHWA KOHGMIYPUPALMAMK
Ansible.

Mepes Ha4anoM YCTAHOBKW PEKDMEHAYETCR OIHAKOMMTLCR © ONWUCAHWEM crcTembl Ansible v
vayunTe GopMat YAML so wabemadwe npobnaem YCTAHOBKW, CBRIAHHLIX © ClIWEKAMM
CMHTAKCWMCA, KOTODWIE MEI-I]I*I’ BbiTh BHECEHL EAHHHHL_I'FEITEIPDH 8 nNpoyecce CNACIHAR
NapaMmeTpos YCTaHOBKH.

ExofHwe NapaMmeTphl YCTAHOBKWM ONWCWBAMKITCA B TAK HadwBaeMom unsenmape Ansible =—

Habope daitnos B dopmare YAML, B KOTOpLIX ONPEARARKITCA 3IHAMEHNE NEpPEMEHHBIL

¥cranosa paigeneHa Ha HeCKDABKD 3ITANCE, COOTBETCTEYHOLWWX BRINDAHEHWH) EOMAaHAG
‘make”, KOTOPER 3ANYCKAET YCTAHOBKY KOMMNOHEHTOR CUCTEME NO CUSHAPWAM (naedBywam),
ONWCAHHBIM B dopMaTe TAML:

make bootstrap = BLAOAHAET pA3BepThiBAHKE penolIMTopHer ¢ BCnoMoratensHbiM M0,
pacnakosky Mogymed CK=11 W3 AvcTpubyTHEA, NepomuMyy HacTpoWrky OC W ceTh Ha
CepRepax, YCTaHoBKY obHoBReHWA OC U cpeacTe pazpaboTin.

maka play = BBINOAHAST YCTAHDBKY cepBepHon wactk CKE=11, xonuwpyR Mogyam Ha
cepseps, perucrprpyer caywbel w r4 Bunossrer pazseprmsavwne OFBJ PostgreSQL,
coagaHMe  knactepa npY HeoOXOAMMOCTA  MCNONLIOBAHMA  peledMid  Bblicokoi
Avcrynnoctd b, paspepreiganme b CK=11. flnn paszpéprusanua Da3 ganHen ChcTeMmbl
COZAAETCA ABA dKIeMMIApa (instance) PostgreS0L: main 1 his. 2x3emnanp main cocrouT uz
YAAOE (QAHO YIAA NPW OTCYTCTEMH KIACTEPA), WMEHA KOTOPLIN COOTBETCTEYIOT WMEHAMMK
CEPREQPOR, HA KOTOPLIX OHM DAZREPHYTH, Ha AaHHOM 3K3eMnnspe ¥paHaTcA Boe B CK-11,

2 A0 “Wonumap Imempow”, 20237



) CEX

wpome B apxwea onepammeHod WHdopmauwk "his®, foctyn k Bl paszsepHyThIM Ha
EHEHHHHPE rnain, ELNCAHAETCR NO AMEHKA I'IFIE-D’I':"LIJHEHT-EHH AAHHOIO  FKIEMILNADA.,
Iaemnaap his cocToMT U3 yaiRos (0AHO Y303 NPX OTEYTCTEMK KNAcTepa), MMeHa KoTopbx
COIZMOTCA 8 Cmyowe QATANOIOR OTARALHO, W KOTOPBIE DAIBEDHYTH HA TEX Me CepRepax,
YT W yRAB 3KICMIAAPA main Ha ganHom maemnaape xpaHaTtes Bl apxvea onepatEHOR
WHGopsaywK, Jdocryn & B his BLINOAHAETEA N0 WMEHK NPOCAYILUWBATEAS IKIEMNNRPA
PastgreSQL "his",

danee NoCASAOBATEABHD ONWCAHL! 3TANL NOArOToBKA W yoraHoBkM CK-11 Ha nnardopme

Limius;
1, [ogroroess « yriayoee;
2, NoaroToRss CEpREps TEXNHWUECKOrD 00Ty sURAHNE;

3. Hacipoixa whsentaps Ansible:
4, Yoranopxa CE2 1 Power SCADA,

OTaensHo  paccMoOTpeH BapWaHT YCTaHOBKM nporpamwudoro  obecnededwd CK=11 ¢
npegycradoenedion CYEJ Postgre50L
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1.1. ¥YcraHoeka cepeepHo# yactw CK Ha nnaTtdopme Linux
1.1.1. MNMoaroToBKa K ycTaHOBKe
MNpw naanumposanmn ycradoed Cucrems HEoOXO4MMO ONPERBANTL LENEEYH) APXWTELTYPY W

KOAMMECTEO NPUMEHSEMBbIX CepRepoB, Wonoasdyemylo Caywly komosozos W HaAvuve eé
KOHTpOANepa.

B pamkax nogroToBKd K yCTAHOBKE CcepeEepHOR wacti Cwcremisl Ha nnatdopwme Linue
HEOBXOAAMO BRINONHWT: CAEEYIOLIME PABOTH W NPOMIBECTY COOTRETCTEYIOWYIO HACTPORKY:

* JANPOCHTE ¥ CHCTEMHBIX AAMUHWCTRPATOPOE OPTAHWIALUMK WMEHS W aapeca CcepBepoR
TOMHOIO BPeMeHn (ntp),

« codganme DhS=-3anuced anA WMEH CEpEepOoB, IOYIN CEPEEPOB, A TaKHe WMEH
npocnylMeaTensii Kiacrepa PostgreSQL,;

* VCTAHOBKA W MEPBWMYHAR HacTpoilxka OC Ha cepBepHbIX yanax aomena CK-11,

MpW KOHDWUIYpaUWK paseEpThiBaHMA C CYWECTEYIOWMM KoHTpoAnEpos CoyowBel kamano2oe
(M5 AD/FreelPA) gononaHuTEALHD HEOBXOAMMD BRINOAHWTE CABAYILME paboTel

* IAAPOCHTE Y CACTEMHBIX  AAMUHWCTPATOPOE OpPradd3aldd  Wsesda W afgpeca
KOHTpOANEpOR SoMexa Thyokbsl kaTanoros (do);

* NoAroToRKA ceprwdumkaTtoE AnR oBecneuwenws paborocnocobHocT Beb-cepEncoBR W
cnysh CK=11 no npotoxoay HTTPS;

* NogroToska keytab-pannos ANR ANA BOIMORHOCTH AYTEHTHRHMKAUWW C NOMOWBID
Kerberos.

Kmosed (NoayserHbx © Wcnofssopzwses Kerberos napons). 3w daiiasl
MCNONBIVOTON AR AYTEHTWHHKALMA B CMCTEREN, WONONsIyowMe EKerberos,
fiex BEOA3 NAPOAN.

I- -._i Keytab=gatin = 310 $afn, cofepsalmd naps Kerberos npuHUAnancs @ ux

B cayyae KOHGUIYPALMA PAIBEDTMEAMMA C YCTAMOBKOW KoWTpomiepa Caywle xamasceos
FreelPA onucakHbleé Buille A2HCTEMA NO NOAroTOBKE CepTddMKaToRs W keytab-padnon
BBINGAHAKTCA HHCTANAATOROM B ABTOMATHIHPOBAHHOM PEXMAME,

B gouepHix paigesax nogpofHo pAccMOTPEHb YKAIAHHbIE Bbille paBaTb:

s NepauwuHan HacTooWka OC Astra Linu,
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11 CEX

1.1.1.1. Coapganwe DNS-zanucen

fAnn  pabomel nnathopmbel CE-11  Heobxogumo  BoiNOAHMTE  CREAYKOWYHD HACTROAKY
DMNS=3anwncei B 3aBMCHMOCTA OT KOHDUIYpaLWKH pa3BEpTHBAHMA;

1. Cozpate DNS-zanwck cepeepoR npuacxedwn CE-11, cepeepor PostgreSCH w cepeepa
TexHuueckore  oficaymuBadkA.  PexoMmeHgyemble  HoOpmatel  MMEH  CEpREpPOB
COOTRETCTBEHHO:

1. #—scadal = pce xoHQurypauwe (y3en obo3dvadvaercA B soddurypauune  Ansihle
MEeBADHWMOM = host=acada=01}),

2. *=poadad — KOHGUYPAUMA © LWECTEH CEPEEPHBIMM yanamu (yaen obozHauaeTcR B
koHfMrypalue Ansible ncegfoHMMOM — nos L=scada=02);

3, teyebl = KOHPUIYPALMA C TREMS M WWECTLIO CePREPHBIMK yanamK (yien obo3HaYaeTCs
B KoHGurypauvu Ansible nceBAOHMMOM = host—web—01);

A4, t—wob? = KOHQMIYPALMA C WeCTLH CepEEpHLIMM yinamW (yien obo3Havaercs B
soHburypaliay Ansible nceafjoHMMomM = hos t=weh=02];

5. *—pgl — KOHPUIYPALMA C TREMA W WECTHHY CEPREPHBIMM yanamu (yien obozHavaeTcn B
koHGurypalua Ansible nceRAoHWMOM = nos L=pg=01];

B, *=pgZ = KOH$WIYPALMA © WeCThH CepBEepHBIMM Yanamu (yien obo3HadaeTcs B
KOHGUrypauus Ansible ncepioHMMom — host-pg—02);

F. tepgmhisl = gee koHdwrypawuur (ylen obo3duvavaercda B kondwmrypauwu  Ansihie
NCEBAOHMMOM = host=pg=hiz=01);

8, *-—ng-his: = KOHOMIYPAUWA C WECTLH CEPBEPHBIMK Y3namu (y3en obo3HauaeTcn B
kOHBUrypaLu« Ansible nceBjoHAMOM = nos L=pg=ria=02);

9, *mdaployer = BCE KOHGUIYpauws (vien obozHavyaeTcs B8 koHdWrypauwns Ansible
NCeBAOHWMOM — host—deployer);

1. *=fresipa = BCE KOHQWIYpALWK C YCTAHOBKOW kouTpomdepa Cmoxbsl somancaog
FreelPA Ha BbigeARHHBIE copBepHbli y3en (yien obolnadaerc B koHdurypalyMy Ansibile
MNCEBAOHUMOM — host=Ffreeipal.

HeofxogmencTe somomoratensHoro aoewsnnapa “his® PostgreSQL onn B
J ' “Apaen BAPE (HI5) onpeponsercs Haasuen OOUMN AaggHaey hs” 8 gadne
x@f Angenied  nnandopue  CE=17, Ecne yoajdesas  omgss  OTOfTCTEYET, 1O

permcrpaype DNS-3amaced pg-hs-01, pg-his-02, pg-his-lst we 1pebyerca,

2. Coagate cratueckyro (static) DNS=3anuce gna rpynne eeb-cepeepos c IP-agpecom wa ol
WE CBTH, 4T0 W OcHoeduie IP-agpeca cepeepoe npunomednid pomeda CK=11, gns
KOHBMIYPALKK € LWSCThIO CEpBepHbIMA YanamMy. PekoMergyeMbld dopuat umenin: *=web
(rpynna oboidaqaeTcs B KoHGUrypauva Ansible ncesgoHumMom = hoat=wak).

3. Coagate cratmuseckyro (static) DNS=3anmuce AnR OCHOBHOW rpyNnel CEPEEPOE NPWNOHKEH WK
¢ IP-agpecom W3 TOR e ceTd, YTo W ocHoBHble IP-aapeca cepeepoB NPWIGEEHWA LOMEHa
CK=11, AR KOHDWUIYPALMK € WECThR) COpBepHbIMA YIAAMK. PekomesgyeMsid dopmar
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wsmeHn *-scada (rpynna oboinavaeTca B koHdurypaumy Ansible ncesgoHuMom — host—
scada).

. Coagate crammuyeckyro (static) DNS-3ankck A0 WMEHE NPOCAYLLWMEATENS  KIACTEpa
oCHOBHOTD PostgreSOL maemnaapa (main) c IP-agpecom M3 TOW Xe CETH, YTO W OCHOBHbIE
IP-agpeca cepRepoR npuiceHWd AowmedHa CK-11, anR KoHGWIYPaUKMW ©  WEeCThH
CEPEEPHBIMK  yanamu, PexomeHiyembld  popmar wmenw: *—pg-lst (npocrywmeatens
3MIEMMAADA main oBo3HauaeToA B KDHGWMrypalww Ansible NnceRADHUMOM = host=pog=
lat).

. Coapame cramwueckyno  (static) DNS-zanuce ANA WMEHK NPOCTYWWMBATEAR KAACTEpa
Postgre5QL skzemnnspa "his® ¢ IP-agpecom w3 TOW xe ceTW, WTo M ocHOBHBIE |P-agpeca
cepEepog NpunoxeHWA gomeda CK=11, anA KOHDWrYpaUWWMW © WeCTeH) cepBepHbIMM
yanamu, Pexoumedgyemisii Gopmar umens: “=pg=his-lst (npocaywmearens sxzeunnapa his
ofolHadaertca B koudHrypaumia Ansible ncesgoninmonm = host=pg=his-1st).

. DbecneydTs koppexTHOR paspelleHue coddanHpi DNS=-3anucel BCeMi MCNOALIYEMBIM K
DMNS=cepeepaMy B NPAMOE ¥ 0BDATHOR I0HAX

DMNS=3ardcd WMEH COpRRPGR A TOYEK NDKIR YIS GO0 COnTRaTCTRo R T
Dpandsdss (BEC 952, BEC 1125), CHin Agamiel Havendmec © Dykib dom updips,
FAKAHHEATECH GYRBOW Wik UWGPON W WMETE BHYTPH CHMBONG TONRKS GYKE,
Wb, EOMPCKIETCR WCNOABIOBAHMA BHYTPK Oeaaonz gedwca (). Cregyer
OSPATHTLE BHEMAHME, HTO CHMBON NOJHEQKFEEHAA () MOMET WCNOARIGEATLHOR
B HAHAAE MMEHW ¥ DHYTRA WMEHA 0 JAEMCHMMOCTM 0T  CRELdma Ly
npemensemors  DNS-ceppepa, mo  cneupdikaipm RFC 1123 cswson
A MEAMEQKASAHRE  MOMET @CNGALI0BEITaCH  TONBKS B H3YGEAE  WMEHW
Menone3oaasss CHMEDNE NOAYEPEMEAHWA DeKoMEHIVETOA M3Gerath.

He gompckaetrcs ecnoabrosadve cipsonon 3000 @ japelcpseposaHHbE
MMEH.

MuHuwaspia® ganan wumeHd; 2 cawpona, MakcesansHar aneHa aweda 15
CHMBONGR, B COOTRETCTAMM © OFpAHWUEMEMY ANs npoTokosa NetBOS (BEC
IO,
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1.1.1.2. NogroToska SSL-ceprugmraTos

AERcTEME SHL-CopTRMtaTon OrpanHuend N0 apeMerin B cmiuie WoTeuines
CPOKA AeRCTIMA CEPTWOHKATOR CWCTEMA CTAHORWICE HepaboTocnocobHoR no
NpHHHHE OTEYTETREMA BO3MOMHOCTH NDOREREH NDEE NoAb3I0BaTENEH HA padaTy

€ MPUAOMEHFREMIA
B yensx Hegomauesw) sepalotocnocofsocra CucTessl aiaus4cTaTo Dy

HEoBROAWMD CNESWTE 33 CPOKOM JeRcTerA SS5L-cepregsmearos, B ciydas
HEDOXOOMMOCTA CAEQYET 3JADAHEE NOLGrOTOEWTE HOBLIE CRpTW{WKEATH W
COO0BEFEMEHD BHINDAHNTE ME 3aMeHY HA cCopiepHbd yanax gosmesa CK=11,

Ana obecneyeHUA BIAMMOGEACTENA KOMNOHEHTOR CHCTEMBI € MCMOABIOBAHWEM NPOTOKONS
HTTPS Heofwoaumel SSL cepTM@UKATH, BRMYIEHHME AOBSPEHHBIM  VEOCMOoseparouwLmM
yeHmpon (Certification authority).

YoroeHpe nboaxaseHURC

# host—depolar.domain,local — NOAHOE MMA CEQEERS TEEHASEOKONG
DB CysAmI A,

¢ host=scada=01_.domaln.local = NONHOE WME NEpESNe Yana CepREpa
MPHACKEMSE AR KOMGHIYPALRK € (WIECTRIO YRAIMKM, NONHCE MM yana
CEPEEDA NMPANOREHWA 418 Kohdulypaissd C OjHEM Wen TREMN yanane

# hogl=gogda=02 . domaln, laocal = noAsce MMR BTN yana capiepa
NPRACKEHAL 28R ROHPUTYDALMN © WECTEH YINAMM

* hogt=wah=01.domain. local = noaHoE AWA  (EpBofo yana b=
MPENGKEHSA S50 KOHDHIVDALUMA © WECThsD YRAAMH, NOAHDE WA VENa sekh=
MPWADHKEHS SAA KDHPEMVDALMA © TREMA YINaM

# host—web—02 domain.local — NOAHOE MaA  BTOPONS y3na  seb-
NpWACHE A 580 KOHPHOYPALUMA © WECTEHD YANaMW

B 23pwCasncTH 0T E0HHTYVDAUMM PAIBERTHEAHMA TOWEDE NOAKAKIHEHEE
WEB_EP snpmarce:

* BAA ¥OHDITYPALMM C WECTaEY YINAMA WA rpyTisl eefi=cepRepos hos o=

el
\“‘;Dﬁ" * AAA KOHGMIVPELMM  C TPEMA  YIABMM  UMA  CepBepa  host=woh=

01 .domain. laocal;

® AAR KOHPUIYPAUMM € OfFMM YINEM  WMA CEPBEPA  host-scada—
0l . .domain.logal.

Cocrae HeoBXoAMMBIX CEPTROMKATOR BICHART ceba:

1. Padae ceprvdukaTa 408 CEpEepa TexMWdveckoro obomsmeanvs. Moae Subject gonsHo

cogep#ats atpubyr Common Mame (CN) co anadvesuesm, CODTBETCTEYIILMM NOAHOMY
cetesomMy MMeHW (FODN) wwma cepeepa Texuideckoro obonywmeanua. S5l-ceprudvear
Aonxed BbiTe pazgendH Ha ana damna:

* [host-dapoler.domain.local] .private key.pem = COACPMMHT TOAbKO AHYHBIA
KAKM (private key);
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# [host=depoler.domain. local] .pam = COA8PMMT CEPTUDMEKAT M AMSHLIA KAk,
BENHOYAA ATPNEYTEL,

B wmeHax padnos [host—depcler.domain, Locall CAeyeT 3aMEHWTE HA NOAHOE MMA
(FODN) ceppepa TexHudecknro obomysmBatun, TpehoBaHna K 3aN0NHEHWH PEKBUIMTOR
cepTvguKaTa;

» none Subject gomsHo cogepokate ATPWEYT Common Name (CN) co 3HadveHdeM,

COOTRETCTEYIOWMM  NOAHOMY CeTeBOMy WMeHn (FODN) cepeepa TeXHHMYBCKOTO
oBCMKNBAHWA;

» none Subject Alternative Name (SAN) gonsHo cogepsaTe Kpatkoe W noadoe DNS=ama
Cepeepd host=depolar,

2. dadn KOpHEBOTD CEPTHGHKATA ADMEHA Compwbbd KamaAceoe
root, $#domain. local##. crt, rge dédomain. localé# — NOAHOE WMA goMeHa Caywler
KOIMHLA0E08.

3. dadne cepTidurkata ana Beb-cepRMcoR W omyied CK-11. TpeGoBadna K cepTudmkaTy
PAINAYAKOTCA B 3IBBMCHMOCTA OT UENEB0OW KOHPHIYpaLKWK paigépTelaHa governa CK=-11:

4 |llecTs cepBepHbIX YANOB

SSL=cepmdikar gonmed BuiTh pazgenéH Ha Asa damna:

* [host=web.domain.local] .private key.pem — COASPKMT TOMhKO AWMHBIE
Karod (private kay);

» [host=web.domain.local] .pem = COARPMMT CODTAOMEAT M AMUHBIA  KAKOY,
BENOSAN ATPMEYThI.

B wumeHax $aAnoR [host-web.domain. local] caeayeT 3AMEHWTE HA MONHOE MMA
(FODMN) MMe oCHOBHOWR rpyninkt. TpeGoBaHWA K 3aN0AHEHWID PEKBWIWTOR CEPTHMKATA;

= none Subject ponxHo cogepxate atpvbyr Common Name (CN) co aHaueHdem,
COOTEETCTEYHHLMM NOAHOMY caTegomy MmeHin (FODN) ocHoesHOR rpynnl;

= none Subject Alternative Name (SAN) aoixHO COABPMATL BCE KPATKME M NOAHGIE
DNS-wmena cepeepoB host=scada=01, host=scada=02, host=wab=01, host=
web=02 1 0B BEgUHRMIWKN X MMEHE TPYNN host=scada, host=wek.

4 Tpw cepBepHbIX y3ana

S5l=cepripukar gonmeH BuiTe pazgenéd Ha gga daina:

® [host=web=01.domain.local].private key.pem = COgEpoMT TOALKD AMMHLIA
KAKDY [private key))

# [host=wob=01.domain.local] .pem = COABPMMT CERTRGWKAT W NWUHBIA KAHY,
BXNKOMAR aTPMBYThI.
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B umenax ¢alinos [host=web=01.domain. local] cAegyeT 3AMEHWTE HA NOAHOE MMSA
(FOQDN) ceppepHoro y3na ans seb=npuaoxedui Cucrembl. TpebosaHuA K 3AN0OAHEHWID
PEXBUINTOR CEPTURWKATA

« none Subject ponxHo cogepwate atpwbyt Common Mame (CN) co aHadeHHewm,
COOTRETCTRYHMLMM NoAHOoMY ceTesomy wumedu (FOQDN) cepeepHoro y3na gna eeb-
npAAo¥eH M CUcTeMbl;

= none Subject Alternative Name (SAN) aomkHO COQEpMATE BCE KPATKWE M NMOAHBIE
DMNS-nmena cepeepoB host-scada—01, host—web—01,

4 QauH cepeepHbIiA y3en

SSl=cepmpikaT gonxeH BuiTe pasaenéd Ha Asa damna;

¢ [host=scada=01 . domain.lecal] . private key.pem = COREPEWT TOALKD
AMuHBIA KO [private key);

# [hoat=scada=01.domain,local] . pam — COABPMWT CEPTHGMKAT W NHUHBIA KAKY,
BEMOUAR aTPHEYTEI.

B wMmeHax ainod [host=scadal.domain. local] caegyeT 3aMeHnTe Ha NOAHOE WMA
(FQDMN) cepeeproro yana npusoxesdnid v C¥bf Cucremwm. TpeGosasua K 3anoaHeHWio
pEXBUIMTOR cepTidikaTa:

= none Subject goammo cogepwars atpuSyr Common Name (CN) co asavedaem,
COOTBETCTRYIILMM  NOAHOMY  ceTesoMy HMeHd [FODN) cepeepHora  yana
npAnoxeH Wi W C¥YBI Cucrems;

= none Subject Alternative Name (SAN) gonxso cogepsarts kpatkoe W noaHoe DNS-
KMa cepeepa host=scada=01.

O6uwme Tpebonaxvna K Gaiinam copruduKaTa

SSl=cepTrdikaT aoaweH BolTe BRINYIEH C HCNONLIOBAHMEM AATOPHUTMOR cemelcTra SHA=Z
wan SHA-3. Hanpumep, SHAZSSE,

Ceprudukar ¥docmosepmolye2o yenmpa (Certification authorily), ¢ noMouko KoTopore Bouam
BbINYIWEHbl SSL=cepmidwmkam ans cepeepol CK=11, gomseH BbiTh B CNWCKe JOBEPEHHbBIX
KOpHEBbIX UeHTPOR cepTrdmkaumn (Trusted Root Certification Authorities) Ha Boex cepeepax
Acwmeda CK-11 ¥ HA BCEX KAMEHTCKMX KOMINBIOTEPAX,
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1.1.1.3. NoagroToska keytab-hbainos gna ayTenTHHMKaunn yepes Kerberos

MNpouecc nogrotoesa keytab-dadnoe anm ayTermwidukauww uepes Kerberos omawuaercn B
3ABNCHMOCTH OT UEAER0H KOHDUrypayWK paiséprhizaHun aomeqa CK=11:

YeromHse obotHaveHWe

# host=scada=01.domain.local — NOAHOE WME NEpECNE ¥3Na CEpBEpa
NPHADKEISS 408 CORGWIYPALMA € WECTEH YRIAAMIM, NONHOE WMA YINa
CEpEEpA  NPMAOKEHWA  AAR  KonpyPauHdd © TPEMA  yaAdww  Ons
KOHEMIVIIALE © OJHWM WINoM WMR WENONRIYETCR AAA WIAE CEDEEPA
npenosessd W CYBIL

# host—web—01.domain.local — noAHDE @eA  NEpEQTo yana  =sef-
NPHEACHEHSEE 480 KOHGUIYRALUMA © WECTERD YIRaWM, NOAKDE #dE yana zab=
NPHEACMHEHESE A8 COHDEIYPALMA TREMA W0 A

# host=web=02 . domain.local — NOAHOSE MWA  BTopoOre yana seb-
NPRNCHKE A AAH KOHGECYPALMN © WECTRH YARAMU

# hoat=pg=01 . domain.local = nNOAHOE WA Y3Ad  (Nepscro yana
KAacTepa) oCHOBHOTG (Mmain] daewmnanpa PosigreSQL, nonHoe wMme cepaepa

eI LV nnR goHGWMYPALMW © TREMA YIAARMK
* host—pg—4Z.domain, Local = NOAWGE AWA BTOROTO YINA OCHORRGMG

[main) ;@eMmaapa PostgreSQL gnm KosdArypalssd © WeCThHD YInane

= hoat—pg—lst.domain.local — MGAHOE WWRE NPOCHYILWBATERR KNACTERS
PostgreSQl oosoBroro 3Eewnaapa 'main’ gaa KoHBUYPALUNAN © WECTaED
AaMU;

# hosbl=pg=hig=01.domain. local = MOAHOE WMA Y3Aa [nepeoro yana

knacrepa) saemnanpa “his® PosfgreSQL [Ian congarypagsd © o wiw
TOEMA YINAMW WENONLIYETCR ANA BMPTYRALHOMO WMEHW XGeMraspa "his”

PostgreSgL;
* host—pg—-his—02.domain,local = mnoasoe wae BTOPRGIG  yAAA
aFepmnapa “his” gnA racrepa PosgreSOl ong KoBSMIVDILMA © WECTRED

VanZMK;

* host=pg=his=lst.domain.lacal — NOAHOE WME DEOCAYILPBEITENR
wnacrapa  PosfgreSQl scewnsapa “his® anA codpurypauid ©  WwecTus
YINAMIA,

HeoBxogmeocTh SCNoMOTaTensHOro adesapa “his™ PosigreSQL anm BA
_ "Apaas BAPE" (HI5) onpegenasTon HAARSHMEM ONUWH AMiEHIMe “hes” & da@ne
‘ﬁé/ AHUEHIRW  naaTfopme CE-17. Eone  yxasasHas  ofigs  OTOYTCTEYET, TO

reHepaude keytab=fafina gan asceunrapa Postgre®Ci "his® He tpedyerca.

4 |llecTs cEpBepHbIX YANOR

Mpouecc nogroToskA keytab-paiinos 4na ayTeHTWhUKaUWK Yepes Kerberos oTaMuaeTca B
IARMCHMOCTH OT MCNoAbIyemMol Cmoefu kamanozoea:
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*  Microsoft Active Directory

1. B Caywbe vomanozos M5 AD colgats OTARAbHBIE YWETHBIE JANACA NOJbLIOBATENA
A WCNOABIOBAHWA CABaMK postgres W hitp:

domain.localihttpservice

domain.local\postgressecvice

2. 3apermcTpupoBats 5PN pgan caywf postgres m HTTP Ha cootsetcraylowpe yuBETHLIE
FAMNNCK NOALIOBATEARA:

HTTR /host—wek .domain.,.lozal; HTTP/hest—wab—0l.domailn.lecal; HTTP /host—
wab—02.domain. local

postgres/ host=pg=18t . domaln. local ; postgrealhost=pg=01.domain. Local,
poetgres/ogt=pg=07  demain. local

poatgres/host=py=hls=1at .domain.local, postgres/host=pg=hig=
0l.domain.local, postgres/hoat=pg=his=02 domain.local

a. [lna cnykb postgres v Atip cnefyeT pervcTprposats SPN ana kaxaoro yana v ansa
ENACTERPHOID WMEHW Ha OAHY M Ty Xe Y4ETHWe 3anuce NOJbIORAETENR
[domain. local\postgresservice, domailn.local\httpaervice],

3. Chopmuposate TP (483, NpK OTCYTCTEMK Maemnaspa "his® PostgreSOL) keytab-
diaina;
HTTPEhost=webk.domain. local. keytak

postgresdhost=pg=Lst .domaln.local  keytak

postgresfhost=pg=hils=1st .domaln.local .. kaytab

Keytab=haiin HTTP@host=web domain. local . keytab COOTBETCTRYRT
FIFIHH LI,HH&J'I}I' HTTEfhost=web . dosain. local, HTITE host=web=01.dcmain.local,
HTTP/host=wak=02 . domain. Zocal W NONbICBEATEND dopalin. local vhtipaervics

Keytab=haiia {H‘IL"H.F‘E IJI‘iI"I'I:‘ip-II keytab) pastgresihost=pg=
lat.domalin.local keytab COOTEETCTRYET MNPAMUMNAAAM postgres/host=pg=
let . domain.local , postgreshost=pgg=01.domaln.local, postgoesfhost=pg=

2. domain.local W NONLIOBATENN domain.local\postgrassecvices

Keytab=haiin (multiple principal keytah) postgresfhost—-pg-his-
lat.dorain.local . keytab COOTBETCTEYET MpWHLUANAAAM postgres/host=pg=
his=lst ,domain.local, postgres/ host=pg=his=01.domain.local,

postgres/host=pg=hls=0Z.domain. local L NoNs3oearento
domain.localhpoestgresservice

- MIB Kerberas

1. B cnyuae Wononk3IoRaqHua B kavecTae katanora MiB Kerberos, Hanpusep, Ha FreelPA
(Astra Linux), B KaTanore cO3QAMTCR YUETHRIE 3ANKCK YINOE!
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host—web.domaln. local
host—web—01.domain. local
host—web—02 . domain.local
nost—pg—lst.domain.lozal
host—pg—01 .domain, local
host—pg—02.domain. logal
host—pg-his-lat . domain. logcal
host—pg—hnls—901 . domadn. Lecal

host=pg=hls=02,domain. Lecal

2. Aanee coagawTcA yuETHBIE 3anMcn cnyxb;
HTTR rost=wel . domain,. local

HITP/Miogt=wek=01 . domain. Locsl
HTTP/Mpgt=wal=02 , domain, Local
postgres/host=pg=L=t . domain.local
postgres/host=pg=01 .domalin.local
postgres/host=pg=0Z.domain.local
postgres/host=pg=his=lst .domain.loczal
postgres/host—pg-his—01 .domain, Llocal

postgres/ host—pg—-his—02.domain. local

3. [rA nepesucheHHB kb reHeEpUpYOTCA TPW (4B, NPW OTCYTCTBMK 3K3IEMNARpa
“his" PostgreSOL) keytab-draina:
HTTFRhost—web.domain, local. keytak, (multiple principal keytab),

-Eﬂ-ﬂT!-ETI!TEﬁ'MILI,Hﬁ ApWHUWMAANAM HTTE/host=webh.domain.locel, HTTE/host=-
web—01 . .domain.local, HITE/host—web-0Z.domain.local

postgros@host—-pg—1st.domain.local _keytab, (mult PI-E pl‘iI'I-I:'rFIEI ke,.ltah],

-Iiﬂ-ﬂT!:-E'l'E'I'ByH'JIJJ,Hn NpHHLARARNaM postgresfhost=pg=lat . domain. local,
postgres/host—pg-0l.demain.local;, postgres/host—pg—02.domain.local

postgres@host-pg—his—-1st_domain.local. keytan, (multiple principal keytab),

ﬂﬂﬂWEEHﬁB?HHuHﬁI1FHHHHHEH3M postgres,/ host=pg=his=lst.domain.local
postgres/hoest—pg—his—01.domain. lecal, pestgresfhoest—-pg—his—
B2 .domain. local
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4 Tpu cepBepHbIX yana

Npouecc nogroTorka keytab-gpaince anm ayrentedukaumn vepes Kerberos otnudgaetcs B
IABMCHMOCTI OT MCNoABIYeMoW Cmylsl komasozos:

4« Microsoft Active Directory

1. B Caywbe watanoros gomeda MS AD co3path OTQEMbHBME YUETHBIE ZANWCK
NOALIORATENR ARA WCNONLIDRAHMA chywBamy postgres u hitp;

domsif.localbhitpserylice
domain.localiposlgresseeiice

£ ZapericipvpoBats 5PN gan cnyowx postgres i HTTP Ha cooTBeTcTayiowMe yYETHIe
FANUCA NONBIORATENER:

HTTE /host=web=0L ,domain.lozal
postgres/host—pg—-0l .doaain. local

poestgres/host—pg=hils—01 .domain. local

3. Chopmwpoeate Tpw (gBa, NpW oTcyTcTeMK J@emnaapa “his® PostgreSQL) keytab-
daiana:
HTTFBhost—wab—01 , domain, local . kaytab

postgrasfhost—pg-0l.demain. lecal .. kaytah

poatgreslhost=pa=hla=501 ., demain. local . keytah

Keytab—padn HTTPRhost=web=01.domain.local.keytab  COOTEETCTBYET
MPEAH LAY ETTF/host—web—901 . domadn. local ] NoNLIDEATENHD
ﬂﬁmﬂiﬂrlﬂﬂﬂl\ht:PﬂBIvIEE.

Keytab=tainn poatgresdhoat=pg=01, domain. local . keytab COOTRETCTEYET

MPEMHLANanY postgrea/host=pg=01 . domain. local L N30 RATENH
domaln.loecal\poatgiesaarvyicd.,

Keytab=-pana postgresfhost=pg=his=01.domain, local. keytab COOTBATCTBYRT

MEAH LAy pastgras/hoak=pg=hiz=01 . .domain. lacal M NoTEI0EATENG
domain.localdposbgresgervios.

«  MIB Kerberos

1. B chyuae wonone3osaduA B kavecTee katanora MIB Kerberos, nanpusep, Ha Free/PA
(Astrg Linuy), B KaTanore CO3faMTCR YHETHRE JaNKUCK YIN0E:
hogt=wap=0] . domain,. local

hoet=pg=01 .demain. local

hogt=pg=hia=01 ,domain. Local

A Monumon Jrewmpiw, 023



Yevanomka CHI,FPower SCADA wa nnatdopme Linux 0

2. Janee coagaioTc ywETHLE 3ANWCK Cnywb:

HI'TP/most—web—4L . domain. local
postgres/host—-pg-01 . domain. logal

restgres/hest-pg—hls—0% . domain, Local

3. AnR nepeducneHHeN ciyxb reHEpWpYOTCA TpW [ARE, NpW OTCYTCTBMK 3KIEMNARPA
"his" PostgreSQL) keytab-haina:
HTTPEhost—web—{1l . .domain, iocal . kaytal, CWEETEI'B_"’WLLI,H;I NPEHHL MmNy
HTTP/host—wab—01.domain, local

postgras@nost—pg-01.domain. local . keytab, CODTBETCTEYHHUMA MPpHHUHTRTY
peetgres/ host=pg=01  demain. lecal

poetgresdhost=py=his=01, domain. Local , keytab, COOTEETCTBYHILIMA
NEWHLWANANY postgres/hogt=ng=hls=01,domaln. local

4 OaWH cepBepHbIF yaen

Mpouece nogrotos keylab=painos gna ayrertedrkauin yeped Kerberos otaMsasTcs o
FABMCHMOCTH OT MCNOABIYEMORN Cmokbel Kgmano2os:

«  Microsoft Active Directory

1. B Coywbe karanoroes gomeda M5 AD coagan. ongensHme ywéTHME 3Januck
NoALICBATENR AR WCNOALIoBAHWA ChyxBamu postgres n hitp:

domain.local\htrpservice
domain. lecal\pestgressarvice

2. 3apervcTpupoBate SPN gan cryef postgres v HTTF Ha coOOTRETCTRYIOILME YWYETHRIE

JFANUCHA NOALIDBATEASH:

HTTP host=scada=01 . domain. Lecal
postgresfhogt=scada=01, domain, local

poetgres/hoat=pg=hia=01 , domain., Local

3, ChopmupoBath TPM (B, NpK oTCyTCTRMK Gemnaapa "his® PostgreSQL) keytab-
daina;

ATTPAhosti=acada=01 . domain. Zocel  keytak:
postgres@hest=scada=0]1 . domain. local . keytak

poetgresihost=pg=hisa=0L . domein. Local . keytah
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Keytab-hain HTTPihost=scada=01.damain. local . keytab COOTBETCTRYET

NEPAHLANANY OTTE /hogl=scada=01 . donaln. local W NOABIOBATEARN
domain.local Vhttpservice.

Keytab=-paitn postgresihost—scada—01.damain. lacal . keytah COOTEETCTEYET

NPAHUWAANY postgres/host—scada-01.domain. lacal W NOALIGEATEARD
domain.local \postgresservicn.

Keytab-pain pestgresiheat mpg=hi s=01, domain. local . keytah COOTBETCTRYET
NpWUHUWAANY pestgras/host—pg—his—01 domain, local W NOALI0BATENHD
domain.local\postgresservice,

4«  MI8 Kerberos

1. B cayyae wononb3osadda B kayectee katanora MiB Kerberos, kanpusep, Ha FreelPA
(Astra Lintex), B KATANOTE COZMAMTCR YHETHME JANKCH YIN0B!

host=scada=01_.domain.local

host—pg-his—4Ll . domain. local

2. flanee co3fanTcR yuETHLE 3AnKc cnyxb:
RTTF host—scada—{01 . domain. Local

postgres/host=scada=01, domain. Lozal

peetgres/heat=pg=nis=01 , domain, Local

3. [Anra nepeducnedHbx cnyekh reHepUpYIOTCA TPW (A8, NPW OTCYTCTEMIA 3KIEMNIRPa
"his" PostgreSQL) keytab-harna;

HTTFRhost=scada=01, domain. Local. keytak, COOTBETCTRYHILLMA MPWHLMNANY
ATTE host=scada=01, domaln, Local

postgras@hest—scada—01,.domain. local . keytal, COOTBETCTEYHILMA
NpWHUWNany postgras/hest—scada—01 .domalin.logal

postgresidhost—pg—his—0..domain. local . keytahb, I:I::ﬂ'I'E!".I'ETB'_iI'I-I}I.I.U.'IH"I
APUHLMARNY postgres/host=pg=his=01.domain. local

OBMM ANR BCEX BAPWAHTOR KOHQWIYpAUMK pPaRIREpTMRAHWA AoumedHa CK-11 measercs
nogrotoeka  keytab-dainos  anm  ayteHTwdMkaumk  wepez  Kerberos cmyseBHbix
nons3oeatensid CUcTeMil ¢ NceggoHuMamMi [ck11_server services user] u [ck11_deploy user],
Mpouecc nogrotoesa keytab=dainoe ane ayTewTwdukauww weped Kerberos oTnWuaeTca e
IABNCMMOCTH OT WCnoas3yemoi Coyoxbiu romanoos;
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Microsoft Active Directory

1. B Cay=be rkavanoros pomeHa M5 AD co3aaTh OTASABHBIE YUETHBIE ZANKCK
NoALICBATENA ANA HCNONLIOBAHMA CAYKEGHBIMA NOABIOBATENAMM:

domain.localyckl]l server SseEvices USsD

domaif.localdckll_deploy lset

2. Chopmuposats Aga keytab-daiina:

cxll_smrver services user@domain.lecal.keytab

zkll deploy userddorain.lecal.keybab

Keytab=talan ekll_server services userfdomain.local.keytab
EEIDTEI-ETETB}'E'I‘ NoABICBEITENM domain. local Yokl 1_5::1'21'_:“::'?1 (=-F EREL TS

Keytab=pan ckll_deploy_userfdomaln.local.keytab COOTEETCTBYET
nNonkIceaTEAD ckll _ci.np'l oY usa ridorain. local . keytab.

MIB Karbaras

1. B cayuae MCNoNbIOBAHMA B KadecTee xatanora MIB Kerberos, manpwmep, Ha FreelPA
(Astrg Limux), B KBTANOTE CORAAHITCA YUETHEIE 3AMWCK CNYKEDHbIX NOABIOBATENSH;

ckl]l server services user.domaln.local

ckll_deploy ldser.dofalin.lscal

2. [ing Nepeddcier bl NOALICBATEARA reHepUpyOTC ABa keytab-hanna:

ckl]l server servides userfdomalin.local.keytah, ECIGTEETCT!-H'I-QLLI,HE
NoNEIOBATEN ckll server services user.domain.local

ckll depley ussrddesaln.local,keybab, COOTEETCTEYIHUWA NOABIOBATEND
akll deploy User.domein.local
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1.1.14. ¥Ycranwoseka OC Astra Linux SE 1.7 Ha cepBepHbie yanw
Npw yoranesxe OC “Astra Limwr Speciol Edition” PYCE,10015-01 (ovepedroe obHosaetue 1.7.3)

Ha CEpEepHBIE Y3k BRMOAHAKITCR CRegyHHLUME Lard.

1. CMOHTHpORATE HA CEpREpE AMCK ¢ AWcTpHbByTwRoMm Astro Linux Special Edition B cdrom,
JarpyanTeca © HoouTeAR gucrprbymasa OC,

2. BoibpaTe peXWM YCTAHOBEW "Tpaduueckan YCTAHOBKA",
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3, DIHAKOMMTLCA € YOROBMAMK AWUEHIMM, YCTAHOBMTE 3IHAueHwe “[la™ ArA  nNyHKTa
"MpuHumaeTe ou Bl YCIOBUE HACTOALLER AWLEHIMKT ", HamaTs Ha kHonky MpoaomsmTh,
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25 CEX

4. Bubpate NpeanodMTasMoe COMETAHME KNZBHIL 478 WIMEHEHWA PACKIALKM KAABWMATYPbL,
Haxats Ha kHonmky Mpoas smTs,
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18
5. Mocne 3arpyskd KOMNOHEHTOR NPOTPAMAMbL YCTAHOBKW BBECTH HECBXOAMMOE HMS

cepBepHoro yana (hostmame), no koTopowy 6yAeT AOCTYNEH AAaHHLIR YIEN NO CETH,
Haxate Ha kHonky Mpoaon s,
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Zr CEX

B, ¥Yxazams uMA YETHOM 3ANMCH AIMHWHKCTRATORA, OT HMEHW KOTOPOW DYAET BuMNOAHATHCA
nepeuuHan Hactpolka OC, Tpefyemos wuma — administrator. Hamats Ha xHODKY
TposoaxmTE.
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Yevanomka CHI,FPower SCADA wa nnatdopme Linux iB

7. Beectv Napons 498 aMHHHCTPATORA CEPREPHOTO Y3AA M NPOoAyBAMPOBATE Ero © LEAbID
NPoBEPKM NPABMNLHOCTH BBOA, Haxath Ha kHonky NpoaonsmTs,

TR T I R TR W R

'mh.‘ EOCEs BOEC T EEE T i CELR MR !-llllill.' O e e R A R R STl B

Srapr s e 0 pepevs T T P |

EES -

MpEmpe FEIEr-RETE A JEVEETINTEITE SPTEN CIMESEE AN PP o CTIESES DL

M geTy Ol mE puE

Lo il < hbl i Tl B I

S AQ Morumap Imeempun, 20237



28 CEX

8 BwiBparte HEOBXOAMMBMA YAcoBOR NOAC. HamaTe HA KHONKY Mpomo MK Th,

EipREa spEm

Erom symec ssrmsrs Rans & @ TTECEE T8 ApE et & e p Tebon maes' n SR ie TIpE. B o ron sl s prn ey e 7 pe peeael s B s nrpeey,w pRTRped m
W TE N e Bl i i B

[T R T T T

0 - B o e
oo
Frp-muelii - Cammpy
B T - g gt
e UL - e
PR [ - pa R
Hooema s Mgy

P e Pl

L PR TS TR T
i e L - T

FC T G - P

i L il B (i =T

A Monumon Jrewmpiw, 023



Yevanomka CHI,FPower SCADA wa nnatdopme Linux

9. Bwbpats pexnM paiweTid paijencs gucka "ABTO — WCNOALIOEATE BECH ANCK W HACTPOMTE
LYM". HamaTk Ha kHonky MNpoaonsnTs,
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k1| CEX

10. Buibpate guck ANR PRIMETEM PRISENcE DAaWN0BOW CHCTEMbL. Haxats HAa KHONKY
MNpogorEmTh,

Eagsderk Baiwdl
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11. Bwbparns cxemy paimenda "Bee dannel 8 ogHoM pasgene (pEXKOMEHIYETCA HOBMYKAM)®
Haxarth Ha kHonky [poasasnTs,
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12 MogTBEpAHTE 3ANWCE WIMEHEHWA PAIMETHN Ha Auck, BeiBpas nyHsT "Ja® Hasamn Ha
kHONKY MNpogomsmTh,

Eagsderk Baiwdl
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13. Yxazamh MAKCMMAABHO JOOCTYNHBIA #paiMep Tpynnbl TOMOR Hamame Ha kKHODKY
MNpogorEmTh,

Eagsderk Baiwdl
Lon 1SS Sl O TR =B B TR VRO, 1 B VBT S e O e SRCTE, M e e Bl e D A e pf e, i e
CEMETE TRIESTS BRI PN e pereal firEm A e L § seer, i reeceEs-as mEwE sE T IPETE TEmon g Apree soEeEin mie] Ndls Salie ©dedd
e T
Pl el i e R A AL e R T e = 1] P e SR el ye el a0 p Dl s ol fuie Slees it e | PO TpetEEe el e TR
S BREY BT e e — (LSGE
HE IR GTold DR ATe EE-CEELIrl BN R BRECTE TIMC, 6 PR A ST (R TR b SRS RS el T NS TR TR N S e
L o]
Vb FEPOTR L, pa Sy e N [ T
|mad 1
Lmimen el 7 jublinih e i Tl 'S TR
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14, MogTBEpAHTE 3ANWCE WIMEHEHWA PAIMETHN Ha Auck, BeiBpas nyHsT "Ja® Hasamn Ha
kHONKY lNpogomsmTh,

Eore Ehd NP S, 1 60 SiE B R MO el s, BT DS e B i 0§ FORE T O B B By
il aTEE ETPESCTEER @0 R e P RLATH R

1, el TR e T LA e

LA WS aphy S -1 Ty g LF e |

L Y DT e

Eagsderk Baiwdl

v poaps peaps Byzpr oripsETemcesal
LA AT a1 T LW s mm. il
£t TR 1 T E AL e
BN o e e B0 B e e il
B A g gae
ian

s

Lo il ¥ i

[T PR
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15. Ha ware "Bwbop nporpamsHore obecneverws” Bubpate NyHKTW "KoHCOABHGIE
YA, "CpeacTea yaangHHOro aoctyna 55H", Haxars Ha kHonky NpoaomsTh,

g TR R R
L I e e el Tl TR e Wl TR O e e e E e T R S o L L S T P g T P S F A P ]
WREDT FTIFIRTRRYA MTLEFAN (B Eae
Tt b e Sy
Do e rod pd BT £ FETRERT
et mMITA R
TP faisiE ¢ 0 el
- ST R P
Tpagcrma. Bepry e mess
g
* i e e

CpageTEn TS DR LW TR

P RN L pEE R D o

Fops awdwred

L bl X bl [T P
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16. Bwbpam ypoBeHb FAWMWEHHOCTA B ZABMCHMOCTH OT NPHOBPETEHHOM AWMUEHIMK,
Haxarth Ha kHonky [1poasasns,

[T e S IR . o

Bwpary jpesie. DEFERENITE §ORIES RO 47 PRy Anenoy e e

e e S R T T T
Famims jpowss mampsn s Thei

Toomesial vage w MR | reasmans

17. Ha ware "JononHwTensHeie HacTpowka OC tpebyetca Baibpats cAsmyHME OMUMK,
NOCAe HerDs HaXaTh Ha IIEHI'...'II'IlijlI nPDJ'I,EII:EHTh-:

A, MaHJaTHRE KOHTPONE LIENOCTHOCTH (MPW HANWYMK oniwMK),
b. MaHgaTHO® yNpaBAeHAE SOCTYTIONM (MPW HANKMUYAK OTILMAK),

¢ Jdanpoc napons ARR KosMaHas sido.
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18. MoaTBEPAMTE YCTAHORKY CHCTEMHOMD 3arpyidmka GRUB Ha mEcmd amck, BwbBpas nyHkr
"Aa". Haxams Ha xHonky [Npoao s,

WETd i i TGO BB SFRIE b R e
Iedomia, oro Rismbd Jd i Te e byEh Y oMot S 6§ Do 00 S A T FTE Rl T TN e T, B mOREeD (IO T e R O R R Ry e SR
= LT e T L R T e
i S 0 My B L TR B PR ARRNTRE TR L] RS LY, B EREEE b LR e, 1 RS S s jErppe el jEwie g it
EpIAELT EPHCO EO SR DHEE PETIOTET SR SR B aRpr e Mmoo Geper carrpeen e DRLT s mE o pnm
FTumla Ty w Febrasl AP Saie (LR rofSers bRy bl e e B
i
A
Dimmnn Hp=as Tipapan L s ] | Mew ey,
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Yevanomka CHI,FPower SCADA wa nnatdopme Linux 40

19. Beecmv napoib AN gocTyma K pegaxtpoBadunio GRUB npu 3arpyaxe (pekomeHayercs
WENONBI0RATE TAKDH ¥E NAponb, KAK A8 YUETHON JANKCK BAMMHUCTRATOpa). Hakats Ha
kHonky NpogomssTs.

L R R T T e ey
e Tl oy it i DML il o | o ey AT | e el 2 el T o Pl pl B B R I L] e i e e B L D e el [,
Pl Tl Bl BN H. MY ST R TWE 6 oddesd SRS G6TP e Hrofed RETEN il . 87 W00, Bid s ROETE 1M Rl B AT e BT BEEE LB
PSS AR EENA S BN @ B0 W pREeH eorsall crpE e DOPUE T pv e MR DR TR R R e e Malla e s Ber mopam
Egeiin ripmne wm SFadll
Serery v YA
EREAEREE |
Crmen b s Myema fepawcy || (e

£ A0 “Mowumop Jmeempnn”, 20232



41 CEX

20, MosTopHo BREECTH NAPOAR 4R AOCTyNA K pejakmvpoeaduio GRUB npwr 3arpyaxke. Haxams
Ha kHonky [pojonsaTs,
AT T E e e TR T LT AT T

Bl TEE b Gkl R S0 DYWL el e, bl gl Ta DA B 9 ool bl Tl Gl
g LA e il

Timmen HE=ss Tpamag Mapssce | nNewmwers.
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21, Ha ware "3apepweHne YCTAHOBKM  HAMATL HA KHONKY [pogoisdTe 408 3aBepLueHHs
YETAHORKM

il aich,
| ASTHA LR | :
e it i g0 e
Rrapss o TRm
AT Tl i D 1T b | o R s, AT T T MO MRS il T BT BT N T LRI
B e TE S OTE AT B EE 8 OF AR v R R T TR R el i e e 500 Mo RSLET Al R A B TR CELTA R
Timmen HE=ss Tpamag Mapssce | Nespeeers,

22 VameHnTh NOpRAOK 3ATPYINA BAPTYANLHOA Mawkus ¢ cdrom Ha hdd » ocraeum
ycTaHoBouHbIA guck Astra Linux 5E B cdrom.
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1.1.1.5. MNepawyHan HacTpoika OC Astra Linux

Nocne ycranoeky OC Astro Linux HeobxoguMo BeNGAHWTE NEREMYHYID HACTROAKY;

1. OkpuiTe $ann Jetc/network/interfaces B TEKCTOBOM PpPeBAKTOPE W 330aTh
CRENYHOLIEE COAEPAMO;

-

Ecam @adna MeT, BT MOMS0 LO0ATE EOMAMODE

couch fetc/pnetwork/interfaces

§ This file describes the network interfaces avallable on your system

& and how to activatea them. For more information; see interfaces(5).
pource Jfeto/networkfinterfaces.di~

§ The Logpback netwerk inkerfaca
Buta lo

iface Lo lnet loopback

#

allew-hotplug =thd

iface athd lmat statlc

address HEHOST_IPES

netmagk H4IUSHET MAFEHEA

gateway EACATEWARYES

Hﬁ]aHEHHThMEHFDHEPEMEHHHE?
f#HOST 1Ed# = Ha IP agpec B dopmare: koK
FESUANET MASKER = Ha MacKy NOACETH XOCTE B POPMATE. YY.Y.Y
s¢cnTERAYAE — Ha [P-agpec wnoza No yMouaHue & GOPMATE, XXXZ

2. OTpegakTvpoBate dain Jetc/resolv.conf B TEKCTOBOM peaakTope:

Ecnm §aina HeT, B0 MOMHO COILATh KOMAHLDET

toush Sfetefresesly, conl

a. MepeuwcanTe B gaine [P-agpeca cepaepos DNS B dopwmare:
namasaryar HEIFAE
b. ¥xazaTe noAHOE MMA 40MEHA B pOpMAaTE:
domain #4DOMAIN FODM#E
e 3aAMEHWTE MAKPONEpeMEeHH big:
#ETP#§ = Ha COOTBETCTRYHILMA agpec cepaepa DNS
AEDOMATIN FODNAE — HA NOAHOE UMA A0MeEHRA

Hanpusmep;
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Yeranomka CHI,Fower SCADA wa nnatdopme Linux dd

nameserver 10.11,222.11
naméserver 10.11.222.12
demain olkdev.local

3. BuiNOAHWTE CNeayioulie KoOMaHab!:

suds systemctl enable ssh
sido rebogot

4, Moche nepelarpyIdd MNpoBepdTs AOCTYRHOCT CepBepd, NOAKHOMMBLUMCE K HeMy
KOMAHAHOW 050A0YKDKH ¢ KCNOABIOBEAHWEM NPpoToxKona Secure Shell (S5H).

5. MNostopwts JeRcTEMA AAHHOID pa3gena Ha Bcex cepeepax anA CK=11.
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1.1.2. MogroToBka cepBepa TexHWYecKoro obecnyxuBaHua

Ceprep TexHwdeckoro oBCIYMWBAHMA — BEIASNEHHLIA CEPREPHLIA Y3&n, NPpeaHAIHAYEHHEIR

ans obecneueHuA onepauyWid no ycranoeke (co3gaHkA gomeda CK-11), obHosneHWw,
WCNpABNEHWIo cepeepHOR wacTk Cwcoremsl Ha nnatdopme Linux, Hactpodka cepesepa
FEXHWHYECKOND OBCIYRMEAHMA OCYILBCTBARETCR B CAEQIOLLEM NOPAGKE:

AnA KoppekTHOW paboThl CEpREepd TeXHWYECKOro OSCAYKMBAHWR TpehyeTcl paiMellgHHe
ENEMYIILLMY GARNOR B YWKAIAHHKIK KATANGTAX

s fhome/administrator/sotup—3TAACHHLIA NaKeT gncTpubyTrea CucTemsr;

* /home/administrator/ansible/files/keytabs = MECTO XpaWeHWda keytab-
(aiAnos;

* Shame/fadminlstracer fanalble/files feartiflcatas = MeCTD  XpaHeHWA
CEpPTMRHKATOR;

s /homa/administrator/setup/License.ckll — dain mwueHzum CK-11,

B npougcce YCTARHOBKM CTAPTOROID OKPYMEHWA COIJAHTCR CAENYHIIME NMYTA PaiMEeLEHWS
ITANOHHBIX AaHHLIX W CPeACTE yeTaHoexM ClcTeMsl:

& /hore/administrator/ansible = paIMBWEHWE AAHHBIX CACTEME YTIPABAEHWA
KOHBMrYPALMAMK;

Jopt/creator = YCTAHOBNEHHGIA JEEMNARR YTHAMTEI HACTRONKK CUCTEMBS;

fopt/creator/output/ = HCXOAHBIE JAHHBbIE 308 codganme Bl

Jdata/cllient = 3TANCHHLE KRMEHTCEME MOAYAW,

fdataSdocumantation =dTAMOHHAR GORKYMEHTALIWA;
« fdata/frontends = ITANOHHLE BEB=NPHADHKEHMUA,
* /data/libs —3TanoHHbIe BUBANOTEKN,

* fdata/server = 3TAN0OHHLE CEPBEDHLIE MOAY K,

s fdata/sessionservice — 3TANOHAMA Cepauc ceccwid CK-11,
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Yeranomka CHI,Fower SCADA wa nnatdopme Linux dE

1.1.2.1. Nogkno4eHWe K cepaepy TEXHHYECKoro obonyKMBanmA

MNogkawveHe K cepeepy TeXHWuseckoro oOCAYKMBAHWA OCYWECTBNRETCR  KOMAaHAHOW
ofonouwwod © Wcnone3cBakWem npoToxona Secure Shell (55H), fAar ayreHTWgMkaumm
HeobXoAMMO MCNONLI0EaTE AAHHLIE YHETHOR 3aNKcK Nonk3oBaTenR: administrator,

1.1.2.2, CoapaHwe peno3MTopMA M3 guckos Astra Linux
BnnNoAHWTE NoAxntoueHWe No S5H K cepRepy TExHWYeCKoro oBCMOKWEAHWA OT MMEHW

administrator,

BcTaeuTh auck ¢ Astro Linux Special Edition 1.7 Ha CepRep TEXHWSECKOTD OBCIYRHMEAHKA W
CMOHTHRORATH B cdrom;

sude mounk fdev/cdros
Co3aate KATANOr 408 NYENHKALMK PENOIUTOPHER
siude mkdir =p freposltorcy/publish
¥cravosnTs apaches:

sudo apt install apache?

Bwbpate cE0B0AHLIA CETEBDA NOPT ANR PENOIMTORMRA, OTAMMHBIA ot B, 443, 9443, lanee
na TEI'!."I:I'}' AAA 0BoIHAYSH R AAHHOIa  nopra i'I-I:ﬂD.I'Ih!j"E"I‘-I:II HEH’.PI:IC H¥PORTHH,
ameHAeMblii B hadfax koHgMrypaly Ha 3Haden e sslbpattoro nopra.

Co3gate dain KOHGUIYPALMK PENOINTOPHER:
gude touch Sfetefapached/sltes—anablad/000-repo.cont
OTKpBITE Gaikn B8 TEXCTOBOM PEAAKTOPE:
gude meoedlt fetefapache2f/eites=anabled/(00=reps., cont
3afate Chedyrolles colepKMMoe danna
cWirtualHost *i¢#POATHE>
DocumenitFBoot /repository/publish
whirectory "Jfrepository/publish"s
Optioneg <Indexes
BllewOverride Hone
Aeduire all granted

/Dl restory>
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</virtualHoat>

9 B daidne fetc/apache? /port.conf WIMEHWTs NpoCAylWIMBAeMbIA nopT. [AnA aTore &
CTPOKE Listen B0 IAMEHWTR 3HAUSHWE B0 HA BLBPAHHIA NOPT FAPORTHE;

10.BNoAHMTS KOMaH Iy

sudas rm =f fetcofepache?/sites=snabled/000=defaul t.caonf

11.B daine /etc/apachel/apache?. conf packoMMEHTAPOBATE NAPAMETP AstraMode W
3AAATh IHAYEHWE oL’

12 Coagate B frepository/publish kaTanor peno3IMTOPUER ANK YCTAHOBKWA CTOPOHHETD
MO w cpegcre pazpaboTin:

sude mkdit —p frepesitory/fpubklish/smolenak_main

sudo mkdir —p .I'rr:p:.:l'ltn::-,r,-"publ'l.*:l'.,u"ml:-'ll::'.:llc_b:mc

13. Ckonupogare © yCraHoRoMHOMD gWcka Astro Linty xatanork dists w pool B kaTasor:
/repository/publish/amalensk malin

14, CMOHTHPORATe B cdrom Auck guctpwbyTue base. 3arpyavte apxwe Gaicaoro (base)
penoawTopus OC Astra Linux Special Edition moxHo 8 HosoR Bepovu NMvusoro kabuHeTa,
Ming 3TOrG CNEAYET NEpEHTH HA Bxnagky "JIMueHInK W cepTuduxaThl”, BrBpate AMUBHIMKD
Ha OC Astra Linux Special Edition 1.7, 3atem 8 HuxHem Medo esbpate nymsr_ OOHoanedme

: ; 2 pne : 2> 4 3ArpyINTL
dfXHE penolIdToOpME. E-E-I‘.'II:HH DENOIMTOPHA base AcnEMA COOTBETCTEOEATE BepoliA

YETAHOBOSHOTD SWCKS Astra Linus, Cxon MPpOBATE C HEND KATAAGTH dista W pool B KATANGT

/repoaiteory/publish/amolensk base
15. Coagats Hadn co CNWCKOM PENDIVTOPHER NO YMONYAH WK

gudse touch fetofapbfacurcea.list.dfdefault.list

16. fJobagwvte B $pana /etcfapt/sources. list . d/default, list CTpOXM NOAKAHIMEHWS
K CORAAHHBIM PENO3NTOPMAM:
d---start setup repos

deb htp: /S PHDEFLOYER _IPE&: 4HPORTES famolenak main stable maln contribd pon-
Lraa

deb http: //MHRDEFLOYER IPE#: 4#FORTHS/emolensk base stable main contsib non=
[rm=

#===egnd sebip cepos

fA¢ HWFDEPLOYER IP4# 3amewnTs #Ha [P-agpec TeRyernd: Copiepd  TedHAYeCKoro
ﬂﬁ:"_l'lzll':l:l'l BAHWA, H¥PORTHE =HA BHDPAHHBIA NoPpT PenadTo A,

17. 3akOMMEHTHPORATE BCR CTROKM CUMBOAOM # B Chnefyioliyy danaax:
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Yeranomka CHI,Fower SCADA wa nnatdopme Linux 1]

Jeto/aptfsources, list

/etc/apt/sources.list_astra

18. NepezanycruTs Npuiosenne apached AR NPUMEHEHUA HIMEHEHNA:
sude systemctl restart apache2

19. BuinoAHMT: OOHOBABHME PENOIMTODHER:

gude apt update
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1.1.2.3. KonuposaHWe M NOAroTOBKA MHCTANNATOPA

1. CxonupoBaTh Ha CEPBER TEXHWYECKOrD OOCAYMMEBAHWA B AOM3WHWA  KaTanor
agMuHMcTpatopa (/homefadministrator) katanor "setup” ©  avcrpuByTreom
Crctemel.

2. CxkonupoBath fann AMUEHIHNH License.ckll B
EaTanor Jhomefadminlstrator/aebup/,

3. MoAKAHYWTECR K CEPREDY TEXHWYECKDOTD OBCIVKMBAHKA,

4, MNocnefoBATENBHO  BRIMOAHWUTE  CASMMOUIAE  KOMAHAM B  J0OMAWHEM XATAAOTS
AAMHHHCTRATOpA:

cp =rf sebup/ansible -
tar =xvi setup/ansible/snsible.tar.kbel =C anaible

angible/bostatzap.sh

angible.tar.nId = APKUn KonderypaLpy MmmenTaps  Ansibie.

5. Pacnakoeats wabnoHsl ukeenmaps Ansible koMaHaon:

tar =xvi ansiblesJinventoery examples.tar.bz2 =0 analbplalinventary

B, AR KoHGUIYDALMK PAIRERTHRAHWA C MMewewcs Caywbol ramanoeos (MS AD/FreelPA)
B karanor Jhome/administrator/ansible/files/keytabs Cxonupopats keyiabe=
Daink AnR Nginy, PostgreSQL W chyxeSHeIX NONLI0BATENSR, CO3NAHHLIE paHes,

HeobxogmeocTs aciowMofaTaisHoro maawtnapa “his” PosigreSQD gos B
d ! "Apxes BAPE" (HIS) onpeaensenon HaawMWeM ONUWn Angenied “hs” 8 darne
. AVUEHIRW MAATGOPME: TK-11. Ecan yeaado-an onipw orcyTorayer, 7o keytab-
dads gna aEednnapa PostgrebQL “his” »e cozgadroa.

I fing koudUrypalMi palBspTUEAHKA © MMeowelics Coywbol ramatozoe (MS AD/FreelPA)
B xatanol /home/administrator/ansible/files/certificates CKONMPOBATL

pakee NoAroToBNEHHbe dainn SSl-cepTnduxaTon.

4. BeinoAMnTe KoMaHabI:
pd ~fansible/filegfeartificates
openssl x509 =in #RHTTIHE . em =out ERHTTORE . cort
openesl x509 =in fhhost=deployertd . pem =out fhhost=deployerch® . crt

cd =fansible

rage SEHTTEE = WMA cepTMgmKaTa AnA eefi-cepancos u coywd CK-11,
fFhost=deployestf = MMA CERTHOHKATE ANA CEPRENA TEXHWUECKOTO OBCIYHUBAHNA.
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1.1.3. HacTpoika uxBeHTapn Ansible

HacTpoiika wHeeHTapa Ansible BRINOIHASTCA B HECKDABKD NOCNEA0BATEABHBIX 3TAMOE

1, HEL‘I‘FH];'IIE HII-H-[PHFWEIL[HH !,'.EF‘E-EFHI:IZH WEE M na pa !.IE-TPEIE ].I'EIT:IHEIEHII.'I B IaBACHMOLCTH
oT Ll,-E]'IE‘EEIﬁ CEE MBI FI-E!H-EPTI:IEEHHH EHL_I'E M BT
a. LecTh cepRepHblX YINOR:
b. Ipw cepeepHpx yana;
€. QpMH cepeepHbi yien

2, Ecnw ugneEaR OiEMA PasBEpTHIBAHMA NPeAyCMATDMBAET WCNOALIOBAHME/YCTAHORKY
CaywBe xamanozoe FreelPA, To BEINCNAHRETCR HACTRPORKS 28 KOHGWUIYPaLMK,

3. MOHTWMDOBAHWME XPAHWNMILD AN pelepabbix Kok B
B 33pwCAs0CTH OT EOHGHTYVDALMW PAIBERTREBAHMA TOGEDHR NOQKRKYeHEE
SCADA EP amnmeTca;

' = AAA KOHGMTYDALMM € WECTRH) YANAMW MMS OCHOBHOW rpyine hoss—

_‘::?ny scada;
* AN KOWGUIYDELER © OfiHkM WIW TPeM YEAIMM WME cepBeps host-—
scada—-d1.domain. local.,

B 3ABMCAMOCTA O soHd@rypaupd PAIESDIREIHWA Todeol DO e
WEB_EF spnmeTCA:

= AAA KOHGEIYPALMN © WECTRM0 YINAMM MR Fpynns aeb=ceprepon host—
wak}

1;;"' * AR KOERMTYRILESE ©  TReME  yIRaMKW WME caplapa host=wel-
0l.cdomaln.local;

# 3AR  EOHPHOVDAUMH © OgudM VANoM  WME  CepRepa hoat=scada=
0l .demain.losal.
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1.1.3.1. WecTb cepeepHbIX Y3nos
1. MogkAKYMTCA K CEpBEDY TEXHWUECKOTD oBCIyKWBAHKA;

2. NMeper™ 8 kaTanor /homefadministrator/ansible finventory/ckll.6hosta/

dd =~fansiblef/inventery/ckll . fhasta

3. Bwbpare watanor wabnoxa koHUIypaunK paipdpTMBAHMA B JABACAMOCTH  OT
FANNBHWPOBAHHONW Caykbe! KOMAN0Zos W HANWYHA e KOHTPONEDE:

A ad.exists = WCNONLIYETCR YCTAHOBASHHMBIA W HACTpoOeHMuIA xouTposép Caywbe
ramanozos M5 AD,

b. freeipa.exists = MCNOALIYVETCH YCTAMOEREHHLIA W HACTPOEHMHBLIA  KOHTPOABD
Coyte kamanozoa FreelPA,

c. freeipa.install —xoutponnep Crywbe komanozoe FreelPA (Ha BelgenesHom yane)
W goMed CK=11 yCraHaBAMEa0TCR M HACTPAMBAHITCR OAHOBPEMEHHO.

4, Cronupoeate cogepasmose  Beifipankoro  wkamanora waBnoda koHGUrypaumu
PaA2EEPTHEAHMA B XOPEHL KaTanora fhome/administraterfansible/inventory:

cp —RTv #&template directeory¥d -sansikblefinvantory

rie f¥resplate directosydl = MMA BeBpasHoro katanora wabnona KoHgHrypalyum.

5. ¥panute katanord WabnoHoB EOHGHIYPAUMA 407 BOEX BAPHAHTOR pPAIBERTHIBAHWA
Aomena CK-11 8 karanore /homefadministrater/ansible/inventory, OCTABWTL
$ain hosts W KATANOT group vars, BHINOAHWE KOMAH b

gd ~fanaible/ inventesy)

rm = ekll.Ikost ckll.3keelts ckll.EBhosts

6. BuINOAHWTL HACTROWKY KOG TYDALMK CopRepHp YIAOE
7. BuiNoAHWTs HACTRORKY NAPDAMETOOR YETAHOBKN
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1.1.3.1.1. Hactpoika koHtWrypal9m cepBepHLIX yanoa
1. MNoAKNHMKTECRA K CEQBEQY TEXHWYBCKOTD OB CnyKMEAHKA;

2. MepeA™ B KaTaNor home fadministrator/ansible/inventory/;

3. OTpeaakTWpoBaTh $3WN hosts = YCTAHOBWTE WMEHA W AAPECca CEPBEpHBIX YIAOR, 3 TAKKKE
pPacnpelenuTs WX NS FPYNNaM B IABHCHMOCTA OT POAM,

Mo ymonauanuio B WabnoHe WCNOALIYHTCA Chegyloupe oBO0IHAYRHWA, MCeBAOHWMb!
CEpBEpHbLIX Y3108

host-deployer = ceprep TexHWUSCKOrD OBCIYHMBAHWA, HA KOTOPOM PAIBEPHYTA CUCTEMA
Ansible ana yeraHosrW/ obHoBNEHHA CK=11 W CONYTCTRYROLUIMX KOMTOHEHTOR,

host-scada-01 — ocHosHoil cepeep (master) cnepamesoro kodtypa (DK);
host-scada-02 — pezepeHulia cepeep (slave) onepatwedoro koHTypa (OK);
host-web-01 = ocHoBHoi cepeep (master) rpynnel ropasero pesepea “Bef-cepancn”,
host-web-02 — pesepeHplt cepeep (slave) rpynnu ropavero pesepea “Beb-cepencn”;

host-pg-01 = nepesid Y300 OCHOBHOMO MNASMNIApA "main” weactepa PosigreSOL Ha
koTopow xpanatcs B CK=11, xpome B “Apxiue BAPE™ (HIS);

host-pg-02 — sTOpol XOCT OCHOBHOrC 3K3emnaspa “main” knactepa PostgreS0L, Ha
wotopowm xpanatcr bfl CK=11, kpome b “Apxwe BAPE® (HIS);

host-pg-lst — wuA (NpocnyiDWBaTENL) OCHORHOMO SE3esnaapa  (main) knacTepa
PostgreSQL, Ha koTopom xpadATcR B CK-11, kpome B/l "Apxws BAPE* (HIS);

HeofxogmencTes BonomoratansHoro »oesnnApa “his” PostgreSQL onn B
L “Apaem RAPE" [HI5) onpepensercy HAARYHEM QNUMA AWigHIRy Thes” 8 daine
{""-q:.!-" AWLgEHaWA NAAThOpMs CK=11,

hostepgehis=01 — nepeniit yzen 3xaemnarpa “his" knacrepa PostgreSOL, Ha woTopos
xpanuTer B "Apxwe TM* (HIS);

host-pg-his-02 — gTOpol yzen maemnaapa "his' keactepa PostgreSCOL Ha xoTopom
xpaHvTea B "Apxwe TM" (HIS);

host-pg-his-Ist = unmer (npocaywwreaTens) sKesmnarpa “his® weacrepa PostgreSOL wa
koTopos xpanurea B "Apxus TM® (HIS);

hostwweb = wus rpynnw Befi=cepeepos;
host-scada — va CCHOBRHORA MPYNINbI CEPREPOE NDHNCNKEHMHA;

host-freeipa = wmr cepeepa Cnywbw  watanoroe  FreelPA, gnn  KoHdWrypauuu
PAIBEDTLIBAHMA C MCNoNbIoBaHnen/ycranoekod Crywbu xamano2oe FreelPA

" B dafne hosts HeolROgMMO 33MEHHTE NOESA0HMME H3 PE3ALHLIE HREHA
%ﬁ;ﬁ CEPSEpOn, KOTOPME BYAYT MCNOARIORATRCHE B AANKHERLEA SKCNAYETALMM,

b
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MpW onpegeneHyn y3noce 3k3emnaapa "his" HeobxogMmo 3383tk hostname CEpBEpA B
NepeMeHHon primary hostname Hanpuwmep:

hoat=pg=hig=01 ansglble hoeat=173.10,10,14T7 analkle user-adminlstrator
pogbgresgl fngtance=hiz primary hestname=host=pg=01

hegt=pg=his=02 &nsible hoat=10.10.10.3148 amaible user=-administrator
pogbtgresgl Lnstance=his primary hostpnase=host=pg=02

Ana appecoR npocnyUMRATEAER knacTepa PostgreSQL Heofixoaumo aobasuTh aTpWbyT
postgresqgl entrypoint=yes.

hozt=pg=l1lst ansible host=10,.10:.10.150 postgresql instance=main
postgrasgl entrypolnt=yes

host=pg=his=lst ansible host=10,10,10.145% postgresgl lastance=his
pestgresgl entrypointeyes

Ana agpeca Toukd nogknoseryds WEB_ENTRY_POINT (WEB_EP) Heobxoansmo a06agWTh
aTpwbyT ckll_wab antrypeint=yes. Hanpumem

host—weh ansible host=10.10.10.158 ckll web entrypoint=yes

Aan appeca Todkw nogonodvends  SCADA_ENTRY_POINT (SCADA EP) weobxogumo
AobaeuTe aTPWEBYT ckll_scada_sntrypoint=yas Hanpumep:

host—scada nns:hjn_hn=t=1ﬂ-ID,:D-159 :kiI_s:aﬂq_nttrypni:::yn:

AAA cepRepHbBIX YIAOR YEATBASTCR ATPWBYT C YYETHOW 3AnNWckio NOALIOEATERA ANA
HECNONB30OEAHKE MHCTRYMEHTApHEem Ansible

gnaible user=administrater

(pyninel  yIN0B, WMEHA KOTOPLIX 33KAMMEHL B KB3JpatHue ckobd, NO3IBOARKOT
pacipadeinTe Yiibl & 3ABMCHMOCTIA OT WX Fllfl-ﬂlé‘ﬁ. Onucavue FEYTIN NpedcTapAcHD Hixe.

“  [manager]

OnpefensHie

Lopaep TEXHNYeCKoro obomysMEaHng.
Cocran

Cepeep, Ha KoTopoM  paseepHyT Ansible  AnA  BLNOAHEHWA  ONepaLWKA
ABTOMATHIHPOBAHHOTD PAsBRERTuIRAHMA [0,

- [ck11]
Onpegenetne
Cepaepbi npaioxeHian CK-11.
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Cocras

¥Y3inbl, Ha KOTOPLIX BYAET YCTAHOBAEHA cepRepHan YacTk CK-11. Ha y3nax fjaHHoW rpynns

Byper pazsépHyTa "Cmywfa ynparnedun 3agavami CK-117, koTopan 3anycruT janaqgd,
ONpeABnAEMbIE ONWCEHWEM CEPBEpA B MOARIW  "KoHQWrypauwa cwcremsl”. [o
YRICIHAH A HE

host=scada=01
host-scada-02
host-web=01
host-web-02

[ck11_scada]

OnpegeneHme

Cepaepsl DCHOBHOW rPYNMbLl rOpRYEro pe3spea.
Cocran

¥3abl, HA KOTOpLIX BynyT 3anyuweHs 3aaun, BwnoAHRWMe obpaboTky onepaTMBHOR
WHopMaluia, Hanpumep, "BAPB", “"Obpabomna Tenemerpun’, "'Mpougccop TonoaoruK® u
T4 OTkazoycrolumBeocTs pecypcoB obecneuwdBaeTch 3a cuwéT chywbel CK=11 Supenvisor.
flng goctyna ¥ geB-cepamcam onepaTtMEHOND KOHTYPA MCNOALIYETCR TOUKA NOAKNHISEHMA
SCADA_EP.

AoaxHo BuiTe yrazaHo He Bonee aeyx cepaepos. Mo yMOAMAHWKY
host=scada=-01
host-scada-02

[ck11_web]
OnpepeneHne

Cepaspsl rpynnel ropaverc pelepsa "Bef-cepauchl”.
Cocras

¥anel, HA KOTOPBIX BYAYT 3ANYIWEHE! Bef-CEPBEMCH, AOCTYN K KOTOpPRIM BRINONHASTCA No
npoToxoay HTTPS, © ncnoas3ceaHdenm MMeHK ToukM NnogenodveHna WEB_EP.

domxHo BeiTe yxazano He boaee ARyX Cepaepos. Mo yMonuaHw;
host=web=01
host=-web=02
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4 [jsreport]

OnpepsneHne

Cepeepbl pasMelEHN KOMNOHEHTOR JSTEporT,

Cocras

¥Yinel, Ha KOTOpbx  BYAYT  pAIMEWEHBI  KOMNOHEHTHl  jSreport,  BKAKYASR

cneywaniivposadHiy B, ana obecneueHua pabote kef-ceprwcor CK-11, JomsHo
EwiTs yKazaHo He Bonee aByx cepeepos. Mo yMonuaHWH:

host=web=01
host-webh=02

“  [eluster]
OnpepeneHme

Cepeepwl knacTepa PostgreSQL,

Cocras

B rpynny A0/mKkHbl BXOOWTE TpW yana. Ha gcex Tpéx yanax GyayT passépHyTh KOMMNOHEHTH
Corosync+Pacemaker, obecnewdBatolpe knactepuiauwio PostgreSQOL Ha nepebix neyx
y3Nax cNWCKA pasgopaqvuBasTcA cepBuc PostgreSQL w Bl © HACTPOEHHOA penAWEALWER
MEHAY HIAMA, Tpemii Waen B JaHHOH FEynne wrpaet poib r{:nuq,rmu.l,eﬁ HOghi Mpw
onpegeseHn  OCHOBHOrO  (master] cepeepa  wnacrepa.  [lpw wonoas3oBaHume
KOHBUTYPALIAM CHCTEMBI € KDNWUECTEOM ynos Gaee JEYX B KANECTEE MONCCYHOLWENR HOAR!

MCNONLIYETCA OAMH M3 cepBepos npunoxednia CK-11. Mo ymonvanke 8 wabnowe 3agau
gTopoi cepiep OcHOBHOM rpynne = host=scada=02. Mo ymoavanuio:

host-pg=01
host-pg=02
host-scada-{2

*  [postgresql]

Onpepenenne

Cepaepw ¢ CYEJ PostgreS0QL, BrAuans BMPTYAAsHBIE WMEHA YINOE BCMOMOTATENLHOTD
axzemnafApa PostgreSQL "his",

Cocras

¥anel, Ha koTOpRIX BygeT pazeépHyT cepenc PostgreS0L 1 B CK=11. Mo ymoavaHnH:
host-pg=01
host-pg=02
host=pg=his=01
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host-pg-his-02
[rabbitmg]
OnpegeneHie

Cepaephl 417 paigEpTeigaHus Gpokepa cooblieHnd RabbitMg,

Cocras

¥anel, Ha KoTapeIx ByneT pazBEpHYT KOMNOHEHT RobbitMg, peanvayowMi KOMMYHH KL
MENIY HEKOTOPhIMW KMKEHTCKKMK W CEPEEPHBIMM NPUACHEHUAMK, B kavecTee y3noE
RabbitMg sebGuparotca gea cepeepa npunoxeduid CK=11, Ha xotopeix Byger 3anyueHa
sagava CK=11 "Monwropusr RabbitMg®, npegocrasnsiowan toukia nogneoqeHun K
Gpokepy an8 npuacxeHind CK-11. Mo ymorvanso B Mogens “Koudgurypalna cueremisl”

AAHHAR 3ANA4A JAMYCKALTCR HA OCHOBHOM W PeIpEHOM cepBepax OcHOBHOR Tpynnsl
host=scada=01, host=scada-02. Mo yMonyan M

host-scada-01
host-scada=02

[etel]
OnpegeneHie

Cepaepsl 409 PAIBEDTHEAHKA KOMNOHeHTa ETCD,
Cocran

¥aakl, Ha KoTopkix Byaet pazsépHyTel caywbe ETCD. flan xpaveHus koudWrypalwe nap
"Userld | Guid", ncnonbayessix 408 ayTenTiduganmy noas3osatened ardopms: CK=11,
NPEMEHSETCR BMCOKDHALEKHOS PACTIPEACAEHHOS XpaHWIHILE SanHbiX ETCD,

floaxHo Bume yKazamo Tpk yana (o yMOAHAHMIO NEPBMM MONOALIYEMBLIM YIAOM
YRAIMBARTCA OcHOBHOW cepRep hosl=scada=01. B kavecToe Anyd Apyrax pekomMedgyercs
WCNONbL3ORATE cepiephl host=web-01, host=-web-02, Ha koTopwIX TaKke SYAET paIBEpHYT
"Cepanc ceccd CK-11", vonoasayviowma ETCD. Mo yMmondanwe:

host-scada-01
host-wab=01
host=weh=02

[inux_dc]
OnpepeneHne

CepaepHbli yaen Cayowbel komanozos FreelPA. Tpynna WoNoAs3yeTcn B KOHGWIyDaLMAK
pAIBEPTHMBAHMA C MCNOALIoBAHKEMYcTanoskod Cronb xomanoaoa FreelPA

Cocrae
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Mo yMoauaHnio VKasueaeTes yaen host-freeipa © aTprByToM poaW KOHTPOANEPA SOMEHA
CayowObl KAMOA0L0E:

host-freeipa freeipa_host_js_pdc=yes
«  [virtual]
Onpepenedne

KonTelHepsl DNS-cepeepa, WMCNOMLIVHWMECR B K3AYECTEE TOWEX MOAKTHIYEHWR
(npocaylumeatensd) k 0TKAZOYCTORYMBLIM pECypCam,
Cocrae
Cnucok HeoBXoAWM NpH Pa3BEpTHIBAHNK KOMNOHEHTOR ARMA PACNOIHABAHWA CUCTEMON
Ansible BUpTYaNbHEIX WMEH, Mo YMOAYEHAKY

host-pg

host-pg-his

host-web

host-scada

x [other]
Onpepeneqne

CTOpOHHKME y3ikl, CBA3L C KOTOPLIMW TREBYETCA AaR chbecneueHA pabotel gomeHa CK=11,
Cocrae
Mo yMmMOoMuaHKID npeAcTABNed NPMMER © YaNOM  AAR  DaIMEWEHWA  BHEWHMX
penoawTopues OC

hostname_3

“ MMpymep 3anoaHeHHoro Galna KoHGWryPaLmnm9
ga-i2-fh—depl arsible _kest=10.10.10.87 snsible pser=admintsrrator

Qi=lZ=bh=opl analble Rost=10.10.10.%% ansibla uvsearoadoministrator
qa-iZ-bh-opd ansible host=1Jd.20.10.8% ansible user-admimistrator
da=iZ=fih=kerl ansibie_host=1C.10.10.06 snaible_user=adiinletiator
Jaml PmAlmwan angible hostsld, 10.10.98 analbla vssrsadeinlabteator

ga—1i2-th—-pgl ansible host=010,10.10.%2 ansible user=adnministrator postgresgl fnstanc
Qe dmfi-pg 2 nlluIh'.ll__h-rlnl_.-'.l:.'l[l.!l:l.'IE J.ruIb]ll_u.q.nr-'ndn'.r.l.ul._rll_.:l:r P—qal_.g'ruuq!_'.l":nl,.l:ml
Y=l Zm b=y anagible host=I0.10.10.208 Pastgeraagl lnatam

da=iZ=fh=hisl  ansible host=L10. 10,010,203 anszible user=adninistrator postgresgl_instan
gamiZmfl=his? anfibls Hoat=I10.10.10.204 amaibls usar=adblnistrateos pastoseaql instan
ga-izZ-Eh-his angible host=10.10.10.208 pastgresgl instan

ga=] = fh=wnl anaible _host=00, 10,100,207 ckil_web_sotrypolnb=yes
a=li=gh=gep ansikble Boat=103.10,10.205 ckll scada entCeypolnb=yes
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§ Ppaing sgfrak=gannaspen [(BSeran OfHd =as9]
‘manager]
ga=-12=-fh-depl

I Ipyning. N4000k, Hi HOUDOPES YOUIHABRNHEAGTOE KOMMN6GES
1okl1l]

ga—1id-fh-opl

A= A= f—pd

ga-1i-6h-wabl

ga-i2-fh-wen2

] Ppy:ni dtadd XGCTak EoMNNe®cq
‘ckll_scadal
ga—-1i2-Gh-epl
ga=] d=fih=-pp?

I 'pyvona wel EOCTOE EOMOADKCA

{ckll _web]

gamidmfilmwan] Leaapal ived faslei=yas
gqa—-izZ-Gh—wenhd

& FEYANA Jarwpart Xa&vol
Jazapart]

ga—1:Z-bh—wobl

dami dmfhmrand

| 'pymna wooToR EmacTepa pastgreaql
coluster]

e ] Al 1

Haml lmElmpyd

gqa=-12-bh-opl

I Ppyvding cagrepop poRLaiaigl
pratgraagl]

ga-i2-Gh-pgl

Jami dm b 2

gawldmfmwhlisgl

ga-12-6h-hisz

§ DPpysitia ceaprapor cabblioyg
(Tabblteg]

ga-i2-bh-opl

o=l d=fh=cpd

‘ebod)
ga-i2-bh-opl
ca ] 2w
i ml dm G Emian?

i Tpyming SHHAMMMECERE L[, TNABANTHE HE®DY ToODTEMH
Iwiyitaal]

ga-1Z-Bh-pyq

ga-12-6h-his

gaml dmbh=wah

aml PmElimaan

S AQ Morumap Imeempun, 20237



58 CKH

1.1.3.1.2. Hactpolka napaMeTpOB YCTAHOBKMW

Ecan napameTp e TpebyeTcn, yoranasansdetcn cumson: [| noche asoeTouws
[ranpuwep, dns_servers_primany []).

LA Crpoka password_changeme oanadaeT MooBXOAMMOCTE JAMOHN CTPOKM H3
\%;5;“ MAPGAL 408 POAMTEASCKOrD ATRHEYTA,

ATpiuliyTe, OTCYTOTEYIOWWE B AOKYMEHTILME, MEHATE HE PEKMBEHIFETIR.

1. MNogkNoyvnTecs K CepEepy TEXHNYEeCKOTD ohCNRMBAHKE.

2. NepeiAtd B katanor fhome/administrator/ansibla/inventory/group vara/

3. Edaine allfall.yaml 333aTh IHAYEHWA CABAYHILMYX NAapaMeTpos WHEBEHTapA Ansible

rasponsibla_parson: ©®W0 w TenedoH ANR CERATM AAMWHWCTPATOPRA;

target instance: noepgoMMM  Tekywero maEeMnaspa  CK=11.  Pekomengyercs
WCMONLI0BEATH B KALYECTEE NCEBAOHMME abBpeEnaTypy HAIBAHKA opradv3aumun, JaHHeIR
NCceBAoHUM  BYAET WCNOABIOBATHCA B WHGOPMAUWMOHHL coobBlendwax CLL Momer
COCTORTE W3 ByKE natiHokoro andasuta, uWdp, cumeona "_";

deafult timezone: YACOROW NOAC CEPREPOR, KOTOPBIA DYABT YKRZAH NPW HACTROWMKE
C¥B/l PostgreSQL. Mpwu 3anofAHeHMA AaHHOro nong HeoBrogumo yBeauTecn, uTo Ha Bcex
cepeapax CK-11 ncnons3yerca ogMH W 10T #e SaCoBOW NORC,

nl}Eh'II:I-TI‘.'I'E-TI: CNACOK BOEY BOIWMOEHLE SACOERN MOACOE BO3MOMEHD, BEbIMONHAE

— KOWaHLY:
, Limedatact]l llst=timezones
Crspsid WACOEDMS MORCA BRIMOAHEETOR KA H,D.ﬂl:i

sude timedatectl set—ftimezone “Europe/Moscow™

AononHWTeNbHO MOMHO yYKAZaTe Napamerp "ckll energycanonicalmodal path”
Napametp ykadblgaet nyTs k XMi-bafay ¥aHOHWUECKDIA MOJENM IHEProCHCTEMBI, ANR
WCNONBI0BAHMA NOJBIOEATEMLCKOR BEPCUN KAHOHWYBCKDH MOaEAH.

Mogane, o napasetrp ckll energycanonlialmodel path Ao6ARAATE

n Ecam He TpeByeTcA MCNOABEITEATE NONLICEATENLCKYMD S8PCHH EIHOHMHEOEDH
HE Cnagyet.

4, B paine all/backup.yaml 33/3Th IHAUSHWA NAPAMETPOR PEIEPEHOTD KONWRORAHWA

B PostgreS0L;

5 B gaitne all/network.yaml 3IaNOAHWUTE HACTPORKM CETH, CEPBEPOR CWMHXPOHUIALMM

gpestern, DMNS=ceprepor AnA NapaMeTpoR MHEeHTApA Ansible:
network mask: KOPOTKAA A NONHAA MACKA NOLCETH;

network default gateway: JJpeC  CETEROTO UWUNO3A,  WCNOABIYEMOrO  No
YMOAMIHMHD,

timesync primary servers: CIWCOK NEPBHUMBX Mp Cepiepom;
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timesync fallback servers: cnucoxfallback ntp cepeepos;
dns_servers_primary: |[P-aapec nepsvunoro DNS cepeepa;
dns_servers_fallback: cnucok IP-agpecos fallback DNS ceprepos;
3a08Te NApAMETPLI AoMeHa Cnyxbbl KATANOTOB:

primary domain: noaHoe WumA gomeda Crysbe karanoros;

primary domain controller:vwmA (hostname) sodTpoanepa gomeda Coykbel
KATAROr 08,

fri‘ﬂd._ﬂtl"'. CHEACOK ApYS2CTEEHHEIX AO0MeHOE c.lT}l':ﬁE EA TN O,

B, Ecow B danae nuuen3ve CucTessl  oTCyToTEYET onuwa  “HIS", yaanuTs onWcaHWe
IFEMMAARA "his” & fade all/postgresql cluster.yaml.

7. B gaine all/reposytories.yaml 334aTh 3HAYSHWE NAPAMETPE WHEEHTApA Ansible,

raposytories advanced: CNWooK CIpOK NOAKRKOMEHMA K peno3wropuas [0,

CORMAHWE KOTOPbIX ONWCAHO B pazaene "CoRaHHWE DENOINTODIER W3 JWCKOR Astra Linud”
W AoBaRneHHbX B paRn Setc/fapt/sources.list.d/default.list. Tpusep
IAMNOAHEHWA NAPaMETPa;

reposytories advanced:
- dak nttpgﬁf1ﬂ,$1,1EH,fBT:HD!smn]anﬁk_:ain stable maln contribh non—fras

— deb http://10,.81.169,187 :80/5molensk_davel stabla main centrib non-
fraa

= delk htop:/S10,81,169, 157 80/amolenak main uwpdatea 20200327 atable main
contrllk non=free

= el htipisF10.81.169,157180/amolenak dewal updates 20200327 stable

mein ponbeil noo=ires

8 B danne allfusers.yaml 3308Te IHAYEHMA CARAYVIWMK NAPAMETDOR WHBEHTADA
Ansible;

administrator user: WMA 3AMWHWCTRETOPA, AAHHOE NP YCTAHDAKE OC Astra Linux,
Mo ysoauaryo = administrator;

administrator password: Napoib afMWHUCTPATORA, 33AaHHLIR NpW ycTanoske OC
Astro Linux;

ckll pw: napods yuBTHOA 3anuck 'monitel, oT WMenn xoTopoR ByayT 3anycxathos
cnyxbBul CK=11;

jsreport database: napamerps noaknouedns kB JsReport, Heobxogumo
MIMEHWTE TO/BKO NAPOAL NOABIOBATEAN JSTUser,

Idﬂil‘li.ﬂtrltﬂf‘: CNUCDE EnMHHHCI'P'ﬂTﬂ-PDE EEPEEFIEE, Mo WDHHHHM :HIEHHH
BAMMMACTRATOR, 3a8aHHEIR NpW yeranoeke OC, W root;
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CEX

Users: CNWACOKE nunbaumneﬁ AR h‘.l'.'lTﬂ-PhI'.ll Elwll,-ET padpelieHD NOAKAKIYMEHKE K
cepoepam CK-11 no 55H. Qs kakaoro noAbIOBATEAR B CNACOK KAKMYEA ssh keys
HEOBXOgnMo A0BABWTE NEPCOHANbHBIE NYSARYHBIE SSH=KNIGUM;

postgresgl su usera: AOMEHHBIE YMETHBRIE 3anKcW  agMmuHWcTpatopos  CK-11,
KOTOpsIE BYVAYT UMETs NPUBKNETHM superuser B CYB[ PostgreSOQL JanHele NpHBMARErHK
HeoBxogMmbl 408 paBoThkl © NPWACKEHMAMK, B KOTOPBIX BoNOAHAETCA COZAAHME HOBbLIX
fia3 gaHke, Hanpuwmep, OdbCreator v "YnpaeseHwe paGouvsMu Mogenamu”;

postgresql workar users: JAOMEHHBIE YYETHBIE 3JANKMCA, KOTODWM pajpelieHo
YTEHHWE W 3aNWcs B Ba3bl AaHHBX ClacTembl, B BaHHBIE cnWcok ASTHHBI BRITh BENOYEHB!
Y4ETHBIE 3AMMCH, OT WMEHW KOTOPBIX NPOXOAWT ayTeHTUgWkauws cepewca “Cnyxba
ynpasaenia 3agadgamu CK-11" [CK-11 Supervisor) Ha cepespax W KAWMSHTCKWX
koMnstoTepax. Mpy ayTeHTHdMEAUMA JaHHBIX Noss3oeatened veped Kerberos goctyn k
Bfl Byaer BLINOAHATLCH OT WMEHW [postgrosgl worker wser] (N0 YMOAYAHWD =
"ck11_krb®), apanwowerocs anagensuem gcex bl Cacrembl;

postgreasgl replication_user: NoAL30BATENB repluser, oT uMmesu koToporo GyaeT
BLINOAHATRCR penndkauna 8 PostgreSOL. HeoOxo Mo MaMeHnTs TONLKD NAPOAL;

postgrasql worker user: noAs3oeatens PostgreSQL  oT wMelW  koToporto
BeinoAHATeA onepaduin B CYEJ cepewcamu CK-11 Ha cepeepax W KAMEHTCKMX
KOMNbKoTEPAX. TpebyeTcs HIMEHHTE TONLKD NAPOAL;

postgresgl su user: YyuETHas 3anuce  PostgreSQL  obnajawwan  npasami
cynepnoabsosatens. Tpebyercs MIMeHHTE TOABKD Napos,

postgresqgl_su pwd user: y4eTHam 3anwce PostgreSQL, obnapamwan npasame
cyNepnofbIoBATEAA C NPABOM NOAKAIOMEHAR MO AOTAHY W Napomo. TpebyeToh HIMeHTh
TOABKD NAPONSL;

P“tm‘ql-*m.“_'p": rlEFH:”'II: E&TIEP"DHE‘H&EETE“H "mrﬁ.;

ckll sarver sarvices usaer: YYETHAR 3aNWck NOABIOBATEAR, OT MMEHWM KOTODPOTO
Byf4eT BMMOAHATBCR ayTeMTHdukauws Kerberos ecex cepeepubix 3agay CK=11, ¢

noaroToBaeHHsM keylab-hbannon:

ckll clignt services users: JOMEHHLE [ROALICEATEAM, OT WHMeHH KOTOPbBIX
BLINOAHARTCR AyTeHTHhUEaLMA cnymbe CK=11 Supervisor Ha KAMeHTORMY KOMN LIOTE pax;

ckll admin users: AOMEHHBIE NOJLICEATEM, KOTOpeIM  BygyT  HazHaueHw
ApHEMAErMA AgMrHircTpaTopa CK=11 &8 mogend "Koudurypauns cucrems”;

ckll admin hosts: KOMNLHTEPS NOAbLIOBATENER, OGAAJAKWMX NPUBKIETHAMMK
Afsuuuctpatopa CK=11 & mogenn "Koxdurypaums chctems’;

ckll sessionservice allowad users: CNWCOK NONLIOBATENEH JOMEHE, OT HMEHK
KOTOpkX Byger npoxoguTe ayTedTddskaudio  “"Chaywba  ynpaBaednA  3ajadamu
CE=11" (CK=11 Supervisor] Ha cepgepax # KIMEHTOMY KoMnboTepax. Josmed W umsa
NOABIOBATENA YKAILIBAIOTCA B HHDKHEM PErucTpe;

MamenwTe napoad nodb3ceatensld  hacluster auth, haproxy admin user,
rabbitmg administrator user.
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9. B damwne ckll.yaml 3a3a7h IHAYEHWA CABAYHOLMK NADAMETPOB HEEHTapRA Ansibie:

ckll configuration server: naadoe wma (FODN) npocaywwBatens OCHOBHOTD
azemnagpa (main) wnacrepa PostgreS0L, Ha koTopom Byaer paseepHyta B mogenw
"Kongurypauue cucresmsl” (odb_sysconfig);

okll smb shares: MyTd K CETESLIM PECYPCAM AAR MOHTHPOBAHMA K cepaepam CK=11,

[AR YKAIAHWA MYTH S0/KHSE MENOALIOBATHEA TOALKD RATHHEKME CUMBOAB, 3 TAK Me MyTs
HE JONMEH COJEPHATE NPOBEN0OR M CHMBONOE MyHKTYALWMH, CTIELCHMBONOHE,

10. B dpaine ckll_web.yaml 380aTh IHAUSHWA CABAYHILLMX NADAMETROR WHBEHTAPR Ansibie
kespalived address:

ip: IP-agpec Tou nogxatosedus WEB_EF;
mask : KDPOTEAR MACKa NOJACETH, W3 KOTOPOA 3TOT AApec;
multicast: WHPOKOESATENLHWA aapec ans discovery, Hanpuwep, 224.0.0.32,

11. B daiine manager . yaml 33a7h IHAMEHUA CREYIOLMN NApaMeTpos MHeeHTapA Ansible:

ckll deploy user: TMOALICRATENs, OT MMEHW KOTOpOTe GyAeT BuINOAHATHCR
ayTeMTwpuraluuMn B PosigreSQL Ha cepeepe TexHWueckoro oScaywMBaAHWMA npe
passépraiBanvin CK=11. Heobxogumo yralats ofHOTG M3 NONLI0BATENEN, BXOARLMY B
CNicok [postgresql su users] daina users.yaml © NogroTosneMHbiM Keytabe-
pannom;

ckll init disable anergy schedula: 3anper Ha nNOgLepHKY PaciACAHKAA
RBINMYCKOR B obbekTHa Mogenax BJl, ywaingasTca RCerga, korna He Tpebyetca pabota B
PETNAMEHTE BRINYCKOE MOA20H;

ckll cut em by license: NpW BKINYEHHOM NapamMeTpe MPOKCKOLHT YoeueHWe

KAHOHWMECKDW MOgenw 3HepreTiveckuy bBfl B COOTBETCTBMW € OMUMEMM  AWMUEHIMK
Cuctembl. Mo ymondaH v 4oneHo BhiTh “yes®,
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1.1.3.2. TpW cepBepHbIX yana
1. MogkAKYMTCA K CEpBEDY TEXHWUECKOTD oBCIyKWBAHKA;

2. Meper™ 8 kaTanor /homefadministrator/ansible /inventory/ckll.3hosta/

dd =Jfansiblef/inventery/ckll . Jhasta

3. Bwbpare watanor wabnoxa koHUIypaunK paipdpTMBAHMA B JABACAMOCTH  OT
FANNBHWPOBAHHONW Caykbe! KOMAN0Zos W HANWYHA e KOHTPONEDE:

A ad.exists = WCNONLIYETCR YCTAHOBASHHMBIA W HACTpoOeHMuIA xouTposép Caywbe
ramanozos M5 AD,

b. freeipa.exists = MCNOALIYVETCH YCTAMOEREHHLIA W HACTPOEHMHBLIA  KOHTPOABD
Coyte kamanozoa FreelPA,

c. freeipa.install —xoutponnep Crywbe komanozoe FreelPA (Ha BelgenesHom yane)
W goMed CK=11 yCraHaBAMEa0TCR M HACTPAMBAHITCR OAHOBPEMEHHO.

4, Cronupoeate cogepasmose  Beifipankoro  wkamanora waBnoda koHGUrypaumu
PaA2EEPTHEAHMA B XOPEHL KaTanora fhome/administraterfansible/inventory:

cp —RTv #&template directeory¥d -sansikblefinvantory

rie f¥resplate directosydl = MMA BeBpasHoro katanora wabnona KoHgHrypalyum.

5. ¥panute katanord WabnoHoB EOHGHIYPAUMA 407 BOEX BAPHAHTOR pPAIBERTHIBAHWA
Aomena CK-11 8 karanore /homefadministrater/ansible/inventory, OCTABWTL
$ain hosts W KATANOT group vars, BHINOAHWE KOMAH b

gd ~fanaible/ inventesy)

rm = ekll.Ikost ckll.3keelts ckll.EBhosts

6. BuINOAHWTL HACTROWKY KOG TYDALMK CopRepHp YIAOE
7. BuiNoAHWTs HACTRORKY NAPDAMETOOR YETAHOBKN
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1.1.3.21. Hactpoika koHtWrypalMm cepBepHLIX yanoa
1. MNoAKNHMKTECRA K CEQBEQY TEXHWYBCKOTD OB CnyKMEAHKA;

2. MepeA™ B KaTaNor home fadministrator/ansible/inventory/;

3. OTpepakTHpoBaTh $3HN hosts = YCTAHORWTE WMEHA W AAPECA CEPBEpHbLIX YIAOR, 3 TAKKKE
pPacnpelenuTs WX NS FPYNNaM B IABHCHMOCTA OT POAM,

Mo ymonuanwe B WabnoHe WMONONLIYHOTCR CRegyloMe 0BOIHAYEHMA, NCERAOHMME
{EPHEFHHI?EHEE

host-deployer = ceprep TexHWUSCKOrD OBCIYHMBAHWA, HA KOTOPOM PAIBEPHYTA CUCTEMA
Ansible ana yeraHosrW/ obHoBNEHHA CK=11 W CONYTCTRYROLUIMX KOMTOHEHTOR,

host-scada-01 — cepeep npMaoxeHid onepatvenoro koutypa (OK),
host-web-01 — ceprep Beb-NPUNOHEHMIE,

host-pg-01 = yien ocvoesoro aaeMnIapa “main” PostgreSQL, Ha koTopom xpadatca Bl
CK=11, kpome B “Apxws 6APE" (HIS);

HeoSxopgmeocTs SCNoMOraTensHoro aesmuiapa “his® PosigresQL gan BY
% ! "Apxaa BAPE" (HIS] onpegenseToR HANFHWEM ONUMA AMgEHIdy "his” 5 $aine
wsv FuEHIEg naaThoprs CE=11.

host-pg-his-01 = BUpTYANLHOR MMA ANA BCNOMOTATENBHOMO NEeMnAApa “his" PostgreSOL
Ans xpaHenua Bl "Apxue BAPB" (HIS).

host-freeipa — wma cepeepa CnywbBw  waranoroe  FreelPA, g koHdWrypaumWu
PAIBEPTHEAHMA C MCNOALIOBAHWEM YcTanorKDA Tyl kamanozoe FreelPA

B gafne hosts HeoBXOAMMO 33MEHWTE NCEAACHAMbl H3 DEAAbHHE WMEHA
- . o
CEPBEPOB, KOTOPRE BYAVT MENOALIOBITHCS B AANLHERLIEH BECNAYATALMM,

MpW onpegeneHyk yanoe sdemnispa “his" veobxogMmo 3a38aTe hostrame CEpBepa 8
MepeMedHon primary hostname. Hanpumep:

host—-pg—his—&1 anaihln_tn;t—]ﬂ,iﬁ-1d,14? 1n51h1a_usa:;adﬂlnisrratnr
FﬁEtGIBBQl_llﬂﬂﬂnﬂE—hiﬂ prinary_hnatnata—hnst-pg-ﬂl

fAnrn agpecos npocnywKeatenad szemnarpos PostgreSQL veobxonumo godasurTe atpubyT
postgresql entrypoint=yeas.

Rt ==l EEEIGlE_ﬂﬁEI—ID1lﬂrln.lbﬂ POSTEIesql_lnstance=maln
DﬂﬂtqTEBQl_EEtI?ﬂ&l:l-THE

hoat=ng=fls=0L analbxle hogt=10, 10.10d.14% ﬁﬂﬂtﬂfﬂaﬂl_iﬂﬂtﬂiﬂé-hia
poatgreagl antrypolni=yes

Anr anpeca toukd noaxatoueHds WEB_ENTRY _POINT (WEB_EF) Heobxogwmo aobaguth
atpbyT ckll web antrypoint=yes. Hanpuuep

heat=veh=01 ansible hoeab=10.10.L0.158 ckll web entoypoiat=yes
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Ann agpeca Toukr nogenoqenwas SCADA_ENTRY_POINT (SCADA EPF) keoBxogumo
AobBasnTe atpubyT ckll socada entrypointeyas Hanpumep:

hoat=gcada=01l ansible héat=10.10.10.153E ckll_scada antrypelni=vas

JAR CEpREpHbLIX YINO0R YEAIWBAETCR aTpWEyT © YWETHOI 3anWckio NOALIOBATERR AR
MCNONBIOEAHME MHCTPYMEeHTapHen Ansible:

ansible dser-administrator

TPYNNbl YIN0B, WMEHA KOTOPBIX 3AKAKYEHB! B KBAAPATHBIE CKoBKM, NOIBOARKT
PACTIPEAENMTS YANL B JABMCUMOCTI OT MX poei, Onecasue rpynn NpeacTagaeHn HUHe

x [manager]
OnpeaeneHme

Cepaep TEXHWYECKOrD oBCIRMBIHWMA.
Cocras

Cepaep, Ha kKoTOpOM  pa3eepHyT Ansible  AnR  BRNOAHEHWS  ONepalWiE

dETOMITHAIN F-UE-HHHDFEI FIEIEI-EEP'I'I:IEEHI!'I:II HD.
4 [ek11]

OnpepeneHre

Cepaepel nprnoxesnd CK-11,
Cocran

¥3nkl, Ha KoTOphIx BYAET YCTAHOBASHA cepRepHaR YacTs CK-11. Ha yanax AaHHOR rpynnss
Byaer pazeépHyta "Crywba ynpaeneduA 3agavami CK=117, koTopan 3anycruT 3anadud,
onpefeAResMble CNWCaHWEM CepeEepa B MOARNW  "KoHQWrypauWs cwcremsl”. [o
YR DUTHEH WD

host-scada=01
host-web-01

- [ck11_scada]
Onpepenedme

EEFIH-EFI- ﬂ-l!;HEIEHt;I-ﬁ FP}'I‘II‘IH FDF:FI MErg P-E;-IE-FI'EE,
Cocran

¥aen Ha koTopom ByoyT 3anywedsl 3agadd, BenoaHsgme obpaboTky OnepaTMBHOM
WHipopMauui, Hanpuaep, "BAPE", "O6paboma tenemerpuin”, "Mpoueccop Tonoaorik” 1
ra Ans pocnyna k. eef-cepewcaM  OnepaTMEHArD KOHTYpA WCNONLIYETCR  TOMK3
nogenioseHus SCADA_EP.
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Mo ymoauanw,
host-scada-01
[ck11_web]
OnpepensHie
Cepaep rpynne ropavero pelepsa "Beb-ceprwcu”,

Cocras

¥ien, wa koTopom SyayT 3anyliersl Bef-cepBWcn, AGCTYN K KOTOPSIM BRINOAHABTCA No
npoTakoay HTTPS, € MENoABICRAHHEM WMEHK TOUKM NoacnouweHWa WEB_EP

Mo ymonuanwi:

host-web-01
[jsreport]
Onpegenetmne

Cepaep pazMeWwEHHWA KOMNOHEHTOR [Srepovt.
Cocran

¥3en, wHa woTopom  BymyT  paIMeliEHbl  KOMNOHEHTM  jSreport,  BKAKWAEN
cneywanuivposadHiy B, ana obecnevedun pabote sef-cepewcos CK=11. fJomsHo
BuiTe yxazaHo He Bonee geyx cepeepor. Mo yMonuaHKH:

host=-web=01

[postgresql]
Onpepenetne

Ceppep ¢ CY¥BM PostgreS0L, srnovas BWpTYadbHOE WMA Yaka BCNOMOTATENLMOTO
ax3esnaApa PostgreSQL “his".

Cocran

¥aen, va kotopos Gyaer pazsépuyT cepenc PostgreSQL w B CE=11. Mo ymoadaHme:

host-pg=01
host=pg=his=01

[rabbitmg)]
Onpepgenetne
Ceprep aAns paieépruisasma Bpokepa coobuenwi RabbitMg.
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Cocras

¥3en, Ha KoTopom GYAeT paIBEpHYT KOMNOHEHT RabbitMg, peanvayrouMA KOMMYHHKALM KD
MENY HEKOTOPhIMW KAWMEHTCKMMK W CEpREpHBIMA NMPWACKEHKWAMK, B KauecTEe yana
RabbitMg sebupatoTcs cepeep npuioxesnid CK-11, Ha koTopow ByaeT 3anmylisHa 3ajava
CK=11 "MoHwropuHr RabbitMg"”, npeaocrasnaowan Touk nogaiovedw K Bpokepy ans
npunosednid CK=11. Mo ymoavadnio B Mogend "KoHdurypauns cacTemel” jadHan 3agaqa
IANYCKARTCR HA oCHOBHOM cepeepe ODoHoaHOW rpynnil host=scada=01. Mo ymondaHum:

host-scada=01

4 [eted]
Onpegensrie
Cepsep ans Pa3sépTelBAHMA KoMNoHeHTa ETCD.

Cocras

¥3en, na koTopwid Gyaer palséphyta cmwba ETCD. [ne xpadeddn KoudWrypauuMia nap
"Userdd | Guid", wcnonssyessix a8 ayTEHTRGWKALMA NoALIORATEREA NiaTdopmMs CK=11,

MPUMEHABTCA BLICOKOHAAEKHOE PACnNpelenéHHOe XpaHrnve JanHbix ETCD. B cnyyae
KOHGUIYPAUWA  ©  TPEMA CEPBEPHLIMH  Y3AaGMH  HE  WCMNOABIYETCA  MEXAHWIM
PEIEPEMPOBAHWA XPaHWUAKLLA,

Mo yMoadaHmK:

host-scada-01
s [linux_de]
OnpepeneHne

CepaepHuld yaen Caywber komanozos FreelPA. Tpymna MCNoABIVETCA B KOHGWIYDAUWAX
pazREPTHBAHMA C MCNOAbI0EaHWEM ycTakoBkDiA Caywbe komanoaos FreelPA

Cocran

Mo ymonuaH@o ykadweaeTch yaen host-frezipa © aTpubyToM pand koHTpoaiepa gomMeHa
Caywbel komanoos:

host-freeipa freeipa_host_is_pdc=yes
4« [other]
Onpepgenetne

CropoHHKe yankl, CBAIL € KOTOPLIMK TpebyeTcA AnA obecneded A pabotsl goMmeda CE=11.
Cocran
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Mo  yMolYaHkee NPpegcTagied NPpHMeEp ©  Y3A0M AR DAIMEWEHWA  BHEWHMX
penoanTopues OC

hostname 3

Mpusep 3anoaHeHHero Gaina KoHdgury pawmin
ga-ii-Ih—dapl angible hast=10.10.10.595 amaibla usar=admiclateator

ga=i2=3k=cpl arddibls keak=10.L0.10.%4 ansible user=admialscoator ckll_scada_sotrypoin

HamldmIh=manl angible host=10,10.10,93 apslbla vser=adelplatraces £kll wab anteypall
qa-i2-3h-pgl ansible host=10,10.120.97 ansible user=sdministrater postgresql_instao
gam] dmEhmiia unalh"aql-_hqul,-'.l:,1[I.]|'.'|,5'|]2 -n:p.l]}'l.-n_l:;'_‘:-m:lnlnlﬁl_.r.p{l:l:r z'qu:'_lfruuq'._lllpl_'nnl

I 'pyoina {ooTos—SeENACSpoB [BCQTIE OmMlE KooT|
manager]
=i S -ieg]

i Cpynioa ACCTOR; HA NOTOPLWE YOTANABAWMEBASTCON EOMNOESEO
ickll]

amiZm3hmepl

ga-12-3h-walbl

¥ Tpysina acada mocTan EoMnisEcs
ckll_soadal
ga=-12=3h-opl

I Tpynina Wab XocTol RoMLTewsd
{ckll web]
ga—-12-3h—wenl

I Tpyana caphapol postgrasgl
poatgresgl]
ga=ii=3h=pgl
Gami JmEl=-iiin

i I'pyana ceppepons cabbitmg
lrakeliLeg]
Q=i imZhmppl

imkcd]
gamiimIlmep]
ga-iZ-3h-wanl
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1.1.3.22. Hactpolka napaMeTpOB YCTAHOBKMW

Ecan napameTp e TpebyeTcn, yoranasansdetcn cumson: [| noche asoeTouws
[ranpuwep, dns_servers_primany []).

LA Crpoka password_changeme oanadaeT MooBXOAMMOCTE JAMOHN CTPOKM H3
\\;!;“ MAPGAL 408 POAMTEASCKOrD ATRHEYTA,

ATpiuliyTe, OTCYTOTEYIOWWE B AOKYMEHTILME, MEHATE HE PEKMBEHIFETIR.

1. MNogkNoyvnTecs K CepEepy TEXHNYEeCKOTD ohCNRMBAHKE.

2. NepeiAtd B katanor fhome/administrator/ansibla/inventory/group vara/

3. Edaine allfall.yaml 333aTh IHAYEHWA CABAYHILMYX NAapaMeTpos WHEBEHTapA Ansible
rasponsibla_parson: ©®W0 w TenedoH ANR CERATM AAMWHWCTPATOPRA;

target instance: noepgoMMM  Tekywero maEeMnaspa  CK=11.  Pekomengyercs
WCMONLI0BEATH B KALYECTEE NCEBAOHMME abBpeEnaTypy HAIBAHKA opradv3aumun, JaHHeIR
NCceBAoHUM  BYAET WCNOABIOBATHCA B WHGOPMAUWMOHHL coobBlendwax CLL Momer
COCTORTE W3 ByKE natiHokoro andasuta, uWdp, cumeona "_";

deafult timezone: YACOROW NOAC CEPREPOR, KOTOPBIA DYABT YKRZAH NPW HACTROWMKE
C¥B/l PostgreSQL. Mpwu 3anofAHeHMA AaHHOro nong HeoBrogumo yBeauTecn, uTo Ha Bcex
cepeapax CK-11 ncnons3yerca ogMH W 10T #e SaCoBOW NORC,

nl}Eh'II:I-TI‘.'I'E-TI: CNACOK BOEY BOIWMOEHLE SACOERN MOACOE BO3MOMEHD, BEbIMONHAE

— KOWaHLY:
Limedatact]l llst=timezones
Crspsid WACOEDMS MORCA BRIMOAHEETOR KA H,D.ﬂl:i

sude timedatectl set—ftimezone “Europe/Moscow™

AononHWTeNbHO MOMHO yYKAZaTe Napamerp "ckll energycanonicalmodal path”
Napametp ykadblgaet nyTs k XMi-bafay ¥aHOHWUECKDIA MOJENM IHEProCHCTEMBI, ANR
WCNONBI0BAHMA NOJBIOEATEMLCKOR BEPCUN KAHOHWYBCKDH MOaEAH.

Mogane, o napasetrp ckll energycanonlialmodel path Ao6ARAATE

n Ecam He TpeByeTcA MCNOABEITEATE NONLICEATENLCKYMD S8PCHH EIHOHMHEOEDH
HE Cnagyet.

4, B paine all/backup.yaml 33/3Th IHAUSHWA NAPAMETPOR PEIEPEHOTD KONWRORAHWA
B PostgreS0L;

5 B gaitne all/network.yaml 3IaNOAHWUTE HACTPORKM CETH, CEPBEPOR CWMHXPOHUIALMM
gpestern, DMNS=ceprepor AnA NapaMeTpoR MHEeHTApA Ansible:

nlt'llnlk_ml-lk: EQROTESR W NOOHAA MACKa MOACETH,
nlt'u:rk_:l&fl‘lll l'._gll'.nll’l.]": AgpEL CRTEEOND LUNR0ES, MCNOALIYEMOTD MO YA ONYHAH MY
timasync primary servers: CNACOK NepaduHbx nip cepeepos;

timesyno fallbaok servers: cnucok fallback ntp cepeepos;
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dns servers primary: |P-agpec nepavunoro DNS cepeepa;
dna_servers_fallback: cnucox |P-agpecos fallback DNS cepeepos;

3anats napaMeTphl goMeda CmyoxBibl KATANOTOR:
primary domain: nondoe iuMa goseda Cmyexbel katanoros,;

primary domain controller:wmsa (hostname] kowrpoasepa  pomema  Coywbei
EATANOT O]

friend realms: CNWOOK APYysecTEEHHLIX joMenos Cryeb katanoroe,

6. Ecam B danne auuerIvw Cucremsl oTcyTcTEVET onuma “HIS", yvaanuTe onWcaHwe
akzemnaApa "his® & paine all/postgresgl . yaml,

7. B daiine all/repasytoryas.yanl 330aTs IHAYEHME NAapaMEeTpa WHBEHTApR Ansible;

raposytoryes advanced: Ccnucox CTpoX MogKAKOYMEHMA K penoddropuAas [0,
COFAAHWE KOTOPLIX ONWCAHOD B pazaene "Coafavuwe PENOIUTOPWER M3 QWCKDR Astra Linnd

w aobagneHHbix B Padn Setcfapt/sources.list.d/default.list. Npuumep
AANAAHEHAR NapaMETRa
rapoaytoryes_advanced:
— deb hl:1',1:|:,-"."'.:‘.'-E-|-IG'EI--IE|'.':EE'I,|"_-|1::.'.4:n.-=I;_m.:|'|r| stable main contribk non—freo
— dak hrtp,',u".l".:,:l-l-!-l-1E':I-,133:Eu,.".gr.¢-:nn._-:l:_dmral stable maln contribh non—-Ffras

— deb http:/ /L0, 81,165,157 :80/smolensk _main updates F0200327 stakle main
contrib non=trea

= deb http: /f10.61.16%. 15T 160 spalengk_deval updates 0200327 stable main
contrib non=Craea

8 B dawne all/users.yaml 330aTh IHAYSHMA CABIVIOWWX NAPAMETPOBE WHBEHTAPA
Ansible:

administrator usar: WMA AgMHHACTRATORS, AaHHOe NpM ycTadoeke OC Astro Lin.
Mo ymonvyaHum — administrator;

administrator password: Naponk agMUHWCTPATOPA, 3aJAHHLIA NpW ycradoske OC
Astra Linwog

ckll pw: naponk ywEtHoR 3ankon ‘monitel, o1 MMesn koTopol BygyT 3anyCoKATLON
cmywihbl CK=11;

jsreport database: napamerpsl nogeiovedin & bf JsReport. HeobBxogumo
HIMEHATE TOABKO NAapOiE Moa hsﬂﬂ-ﬂl'ﬁﬂljimiﬂﬂ

administrators: CNACOK agMuUHWCTparopos cepeepoR. (10 YMORHAHWID YRAZAHLE
A0MHWHWCTPATOP, 3AJAHHMA NpK yeTanoske OC, W root;

users: CNACOK NoORb3oBaTEned, AnR koTopsix ByaeT paspeweHdo NOAgKNKOYEHWE K
ceppepam CK=11 no 55H. na xaxaoro NOAbIOBATEAR B CNWCOK KROMEH sah kays
HeobxoquMo A00ABWTE NEPCOHAABHBIE NYBNHUHBIe SSH-KAmuw;
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postgresql su users: [OMEHHLIE YYETHbIE 3anWvcd agMuHWcTpatopos  CK=11,
KOTOpbIE BYIYT MMETh NpUBAALTMA superuser B CYB[ PostgreSQL fanmsie NpHBMierim
HESBXOAUMB ANA PaboTel C NPUACKEHHAMK, B KOTOPbIX BMNOAHAETCN COZJAHWE HOBbBIX
Ga3 gadHb, Hanpuuep, OdbCreatar n "Ynpasnerne paboudmmn MogenamMu®;

postgresql worker users: AOMEHHME YYSTHWE 3IANKUCK, KOTOPLIM pPaIpeleHD
YTEHWE W 3aNKUch B Basbi AaHHMX CHcTeMbl. B AAHHBIA CNHCOK A0AKHbI BbiTh BRIKOWEHbI
VUETHRIE FANWMCKA, OT MMEHW KOTOPLIX NMPOXOAAT ayTeHTWgWKAUWs cepewca "Chywxba
ynpagneduA 3agavase CX-11" (CK-11 Supervisor] Ha cepBepax W KAMBHTCKWX
komnbsTepax, Mpyw ayTeHTAdMKEALMK JaHHBX Noak3ceaTensd vepel Kerberos gocryn &
B 'E-]ll',ﬂ,ET EbINOAHATECA OT WMEHW [postgresgl worker user] (N0 ymosYaHWw -—
“ck11 _krb™), renamwgerocs snagensyem ecex bl Cucremss;

postgrasqgl replication_user: NOALIORATEND repluser, ot umenw koToporo Byaet
BLINOAHATLCR pennukauna 8 PostgreS0L. Heobxogmmo HaMeHnTs ToNLED NAPOak;

postgresql worker user: TnoOfbioRaTens PosigredQLl, oT WMEHW KOTOpOTOD
gninonHAKTCA onepaywn B CYRS cepewcamm CK-11 Ha cepsepax W xAMEHTCKWAX
koMnboTepax. TpebyeTcA MIMEHKTE TONRKD NAPOAL;

postgresql su usar: Yy4ETHAA 3anvce PostgredQL,  obnajgamwas  npasamm
cynepnonsiosarens, TpebyeTea MIMeHuTs TONLKD NPk,

postgresgl su pwd user: yueTHas 3anukce PostgreSOL, ofnaparowas npasamue
CYNepnoNLI0BATENR € NPAROM NOGKABOHEHMA N0 NOTHHY W napomo. TpebyeTcs MIMeHUTL
TONLED NAPGAL;

postgresql superuser pw: Napo/ib CyMEPNONLI0BATENR “POSTGes;

ckll server services usaer: YYETHAR FANHCLL NOABIOBATEAA, OT MMEHH KOTOROTO
Byaer BLINOAHATLCA ayteHTudweauws Kerberos ecex cepeepHeix 3agasw CK-11, ¢

nogroTosnedHsiM keytab=thakinom

ckll cliant services usars: [OMEHHBIE NOALICBATEAW, OT WMEHKM KOTODLIX
BeINORAHAGTCA ayTedTudmkauma caywbel CK=11 Supenisor Ha KAMeHTCKKY KOMNbHTapax;

ckll admin users: AOMEHHBIEZ NOALI0BATEAM, KOTODLIM ﬁj’.ﬂ.}ﬂ' Ha3HAYMEHH
npuentermie AgmuHucrpatopa CK-11 8 mogean "Kovdurypauwms cioreme’;

ckll admin_hosts: KOMNBIOTEPW [OALICRATEAEH, OBAARACUME NPUBKMAETHAMMK
Apmunucrparapa CK-11 B mogenn "Koudurypauma cucremel’;

ckll sessicnservice allowed usars: CMUCOK NOJNLIOBATENEH IOMEHE, OT MMEHK

xOTopblx Oyger npoxogMts ayredtipueayumn “Cmykba ynpaenedns  3agavamme CK-
11" (CK=11 Supervisor) Ha cepsepax W KAMeEHTCKMX kKoMnbioTepax. fomed W MMA
NONLIOEATENR YEATLIBAKOTCH B HMMHEM DervcTpe;

HMaueHn™s na PN NOALITEATEAR rnl:]::itmq_.t:hn_inintr;t.ur uaar,

9. B daiine ekll.yaml 3a3aTe IHAUEHMA CARAYIOLLMK NAPDAMETPOR WHEEHTAPA Ansible:
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ckll configuration server: nondoe wmA  (FODN) yana  host-pg=01 C¥B1

PostgreS0QL, wa woTopom  Oyaer paseépuyta B mogenw  "KoMmdwWrypauww
cvcTembl” (odb_sysconfig);

ckll smb shares: MyTW K CETESLIM pacypcam A0A MOKTHpOBAHWA K cepeepam CK-11.
Ana YKAIAHAA MYTA 40N%HBE HCNOABIOBATHCA TOABKD AATHHCKME CAMBOALI, 8 TAK ¥E NyTh
HE JOMEH COOEpaTh NPoGenos W CAMBOIOE MYHKTYALNM, CNELCAMBONOR.

10. B daiine manager . yaml 3303Th IHAYEHKUA CREAYHILLIMX NADAMETPOR MHBEHTAPA Ansible;

ckll deploy usar: MNOAbLIOBATEAR, OT MMeéHW KoToporo GyAeT BbINOAHATECA
ayTEHTMGWKALMA B PostgreSQl Ha cepsepe  TEXHWUYECKOrD ODCNYMMBAHWA nNpK
pazsépTmaanuir CK-11. HeoBxoguMmo ykazaTk OAHOTO W3 NONLIOBATEREH, EXOJRLMX B
cNucoK [postgresgl su users] Haina users.yaml, ¢ NOArOTORMEHHEIM keyiab-
aRnoM:

ckll init disable snergy schedule: 3anpeT Ha nNOAAEPXEKY PACAWCAHWRA

aeinyckoR B obberTHsx Mogensy bl yadweaeTcs Bcerga, korda He Tpebyerca pabora e
PErAAMEHTE BbiNYCKOD MOJENK;

ckll cut cm b]r liconaa: I"IFIIH EI.E,HH:I-‘-IE-HHI:IH I'I-ElP.ElME'I'pE rIFIII-HEHHJAHT }I'{.EI-I!HHE
EAHOHMYECKOR MOAenH 3HepreTHuyeckux bl B COOTRETCTEMM C OMNUMEMKA AHUEHIAK
Crcremel Mo ymonyanmie gonsHo Beits "yes’,
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1.1.3.3. OgMH cepeapHLIA y3en
1. MogkAKYMTCA K CEpBEDY TEXHWUECKOTD oBCIyKWBAHKA;
2. NMepen™ 8 kaTanor /homefadministrator/ansible/inventory/ckll.lhost/,

gd ~Sfansible/inventoryfockll. lThest !

3. Bwbpare watanor wabnoxa koHUIypaunK paipdpTMBAHMA B JABACAMOCTH  OT
FANNBHWPOBAHHONW Caykbe! KOMAN0Zos W HANWYHA e KOHTPONEDE:

A ad.exists = WCNONLIYETCR YCTAHOBASHHMBIA W HACTpoOeHMuIA xouTposép Caywbe
ramanozos M5 AD,

b. freeipa.exists = MCNOALIYVETCH YCTAMOEREHHLIA W HACTPOEHMHBLIA  KOHTPOABD
Coyte kamanozoa FreelPA,

c. freeipa.install —xoutponnep Crpwbe komanozoe FreelPA (Ha BelgenesHom yane)
W goMed CK=11 yCraHaBAMBaI0TCR M HACTPAMBEAKITCR OAHOBPEMEHHD,

d. freeipa.onshost = koHTpoanep Caywbsl komanozoe FreelfPA W pomed CK=11
YCTAHABNMBAKITCH W HACTPAWMEAIOTCA OAHOBPEMEHHT HA OHOM Yife.

4, Cxonupoeate copepsmmos  BeBpansoro  katanora wabnoHa  KOHGUypaUMe
Pa3BEpTHBAHMA B KOpeHb KaTanora /home/administrator/fansiblefinventory:

cp =RTv ddtemplate directoryéd -/fansiblefinvantory

e fttemplate directosyitd = MMA BelbpavHoro katanora wabnova kosdmrypaam,

5 Yaaaume karanorn WAbnoHoB oHGMIYpALMA 408 BCeX SApMAHTOR  PAIREpRThIBAHWA
Aomena CK-11 g karanore /home/administrateor/ansible/inventory, OCTAERMTE
@3RN hosts W KATANOT group vars, BhNOAHWAE KOMAHIbL

cd =fansible/inventorcy)
rm =r ckll.ihost cK1L.3host=E ckll.Bhosts

6. BuinoAMWTb HACTROAKY KOMGWYDALIME CRDEEDHL YIADE
7. BeinoAnnTh HACIDOKKY NAPAMETPOE YCTAHOBEN.
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1.1.33.1. Hactpoika koHgWrypalMm cepBepHoro yana
1. MNoAKNHMKTECRA K CEQBEQY TEXHWYBCKOTD OB CnyKMEAHKA;

2. MepeA™ B KaTaNor home fadministrator/ansible/inventory/;

3. OTpepakTHpoBaTh $3HN hosts = YCTAHORWTE WMEHA W AAPECA CEPBEpHbLIX YIAOR, 3 TAKKKE
pPacnpelenuTs WX NS FPYNNaM B IABHCHMOCTA OT POAM,

Mo ymonuanwe B WabnoHe WMONONLIYHOTCR CRegyloMe 0BOIHAYEHMA, NCERAOHMME
cEpHEPHHlyBﬂEE

host-deployer = ceprep TexHWUSCKOrD OBCIYHMBAHWA, HA KOTOPOM PAIBEPHYTA CUCTEMA
Ansible ana yeraHosrW/ obHoBNEHHA CK=11 W CONYTCTRYROLUIMX KOMTOHEHTOR,

host-scada-01 — cepeep onepatveHoro koutypa (OK), cepeep rpynnel roprRYero peiepsea
“Beb-cepevcel”, y3eA OCHOBHOTO 33eMAAApa "main” PostgreSQL, Ha KoTopom XpaHRTCR
B CK-11, kposme L “Apxws 5APE" (HIS);

"Apaaz BAPE (HI%) onpeaenseTcd HAAFHMWEM ONUMA AMGEHIHW "his® 2 aine
AnuEHIrd naaThops CK=11.

\a\é/ HeoSxoAMMOCTE SCNOMOTATEARHOMD IKIeMMNARE “his® PostgresQL gan B

host-pg-his-01 = BMPTYANLHOE WMA ANA BCNOMOTATENBHOTO MasMnAapa "his” PostgreSOL
AR xpanenua B "Apxws BAPBR" (HIS).

host-freeipa = wma ceppepa Coywber xomamozosg  FreelPA, gnn koHGWrypaLKu
pAIBEPTHEAHMA C MCNOAbIoBAHWEM ycTaHoRkDA Caywbiel kamanoaoe FreelPA

ck11=prooywin10 - anm  koHGWrypauwW paIsépTelBAHWA © yoTaHoBKoW  CaywOer
komanozos FreelPA Ha aaHom yane ¢ Cuctemod moseTt BuiTh 3a8aH yaen Ha OC Windows,
KOTOPLIA TpeByeTCR CBA3ATE C AOMEHOM.

" B galne hosts HeoBxOQMMO 3AMEHHTE NCEBAOHMMbI HA DEAALHSIE WMEHA
”\.;%;/ CEPREPOE, KOTOpRE BYEAYT HENONLIDEITRCE B OANEHEAW EE SKCNMATILMA

Mpw onpegeneHnu yanoe 3emnnapa “his" Heobxogumo 3383t hostrame CEpBepa B
NEpemMeHHoN primary hostnams. Hanpumep:

hoat=ni=iig={L &Eﬂlblf_tﬂat-lﬂ.L?.]ﬂ.141 angible user=siainiatcrator
pogtgreggl Iratance=hia primary hestpname=hogt=pg=01

AR ajipecog npocayluMeaTenad skemnarpos PostgreSQL HeoBxoagumo gobaewte atpubyT
postgresqgl entrypoint=yes.

hgat=gcada=01 angible héat=10.10.10.138 pdatgresgl Lnatanca=maln
poaktgresgl entrypoeint=ires

hegt=pg=his=01 amsible hesl=10.10.10.147 posltgresagl instance=his
posibtgresgl enteypolnt=iyes

Ana anpeca TouM noaxntouweHds WEB_ENTRY_POINT (WEB_EF) Heobxogwsmo AobaruTh
atpwbyT ckll_wab_entrypoint=yes. Hanpumep:
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hoat=gcada=01 anegible hoat=140.10,10.158 ckll_ web antiyvpolni=ye3a

Ann agpeca Toukd nogenowedns  SCADA_ENTRY POINT (SCADA EPF) weobxogumo
Aofasums aTpwbyT akll scada entrypointeyes Hanpumep:

heat=gcada=01 ansible hoat=140.10.10.156 ckll_ gcada_entreypolnT=yeaas

AR CcepeepHbIY YINOS YEAIWBAETCR aTpWMByT © yYETHOW 3anWckio NONLIOEATEAR ANR
WCNOALIDBAHME WHOTpYMeHTapHen Arsible

a:l.sihle_user—ad'u.ini:tratn:

TPYNnkl YINOB, WMEHA KOTOPbIX 3AKAKMEHB B KRAAPATHbIE CcEOGKM, NOIBOARIOT
PACTIPEAEAWTS Y3Nkl & JARMCHMOCTIA OT WX poasi, Onucaque rpynn NPeacTaRAeHD HAME,

= [manager]

Cepaep, Ha KoToOpoM  paiedpHyT Ansible AAR  BWNOAHEHWR  OnNepauMi
ABTOMaTW3IWpOBAHHOrD pazeépTeiBanna MO,

= [ek11]
OnpepeneHMe
Cepeepu npuwioxesnn CK-11,

Cocras

¥3en, Ha xoTopos SYAeT VCTAHORNEHA CEPREPHAR JacTh CK-11. Ha yane javHoR rpynng
Byper pazsépuyma "Cmywba ynpasnenduA 3agavamm CK=-11% kotopas zanycer 3agauqm,
onpejeffemMble CnAcaHWeM cepeepa B Mogend  “KoHdurypauwa cvcremsl”. (Mo
fMDmHEHHHE

host=-scada=01

*  [ck11_scada)
OnpegensHie

Ceprep OcHOBHOM TPYNINLI TOPAYETO DE3epEA.
Cocran

¥aen, va kotopos DyayT 3anylwessl 3agadw, ssnoasfiowKe obpaboTky onepatdEHoM
wHpopmanri. Hanpumep, "BAPBE", "Obpaborka renemerpui”, "Tpoueccop Tonoasrin” W
TaA A1 gocryna K EeS-cepBHcaM  ONEPATHEHOTD KOHTYDA WCNONLIYETCA  TOWKS
nogenoderns SCADA_EP.
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Mo ymoauanw,
host-scada-01
[ck11_web]
OnpepensHie
Cepaep rpynne ropavero pelepsa "Beb-ceprwcu”,

Cocras

¥ien, Ha koTopbelx ByayT 3anywersl Bef-cepBWcn, AGCTYN K KOTOPSIM BRINOAHABTCA No
npoTakoay HTTPS, € MENoABICRAHHEM WMEHK TOUKM NoaknouweHWa WEB_EP

Mo ymonuanwi:

host-scada-01

[jsreport]
Onpegenetmne

Cepaep pazMeWwEHHWA KOMNOHEHTOR [Srepovt.
Cocran

¥3en, wHa woTopom  BymyT  paIMeliEHbl  KOMNOHEHTM  jSreport,  BKAKWAEN
cneywanuivposadHiy B, ana obecnevedun pabote sef-cepewcos CK=11. fJomsHo
BuiTe yxazaHo He Bonee geyx cepeepor. Mo yMonuaHKH:

host=scada=01

[postgresql]
Onpepenetne

Ceppep ¢ CY¥BM PostgreS0L, srnovas BWpTYadbHOE WMA Yaka BCNOMOTATENLMOTO
ax3esnaApa PostgreSQL “his".

Cocran

¥aen, va kotopos Gyaer pazsépuyT cepenc PostgreSQL w B CE=11. Mo ymoadaHme:
host-scada=01
host=pg=his=01

[rabbitmg)]
Onpepgenetne
Ceprep aAns paieépruisasma Bpokepa coobuenwi RabbitMg.
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Cocras

¥3en, Ha KoTopom GYAeT paIBEpHYT KOMNOHEHT RabbitMg, peanvayrouMA KOMMYHHKALM KD
MENY HEKOTOPBIMW KAWMEHTCKMMM W CEDREPHBIMK NPUACKEHWAMK, B KauecTRe yana
RabbitMg embupasTca cepsep npuacxendid CK-11, Ha koTopom ByieT 3anyuweda 3ajava
CK=11 "MoHwropuHr RabbitMg"”, npeaocrasnaowan Touk nogaiovedw K Bpokepy ans
npunosednid CK=11. Mo ymoasasni;

host-scada=01
¢ [eted)
Onpegenetine
Cepaep ANA passepTeliBAHMA KoMnoHenTa ETCO.

Cocrae

¥aen, va kotopwid GyaeT pazeépiyTa cmiwba ETCD. fine xpavedda koudwrypaduin nap
"Userdd | Guid", nenonsayesusix a8 ayTenTdralMy noas3Iosatened miardopms CK=11,

NPUMEHARTCA BbICOKOHAAENHOE PACNPEIEnéHHOe XPaHHAWILE AanHbix ETCD. B cnyyae
KOHGUIYPALWKW € OAHWM  CEPBEPHBIM  Y3NO0M  HE  WCNOABIYVETCA  MEXAHWIM
pe3EPEHPOBAHMR XPAaHWUAKLIA,

Mo ymonauaH k.

host-scada-01
«  [linux_de]
OnpepeneHne

CeprepHblid yaen Capwbel kamanozos FreelPA. Tpynna WoNoAsIYETCA B KOHOWIYRALWAX
pa3BEPTRIBAHKMA C MCMONRI0EAHWEM ycTaHoBKDA Cmoxbe kamanoaos FreelPA

Cocrae

Mo ymonuaHWio yka3weaeTcA yien host-freeipa © atpwbyTom poaM KOHTPOANEpPa AOMEH3
Caywbil kamaonozog:

host-freeipa freeipa_host_jis_pdc=yes

A KoHgMIypaLki paseépTeiBalns ¢ yeranoexod Cayowtib komanozos FreelPA Ha ogHon
yane ¢ CHCTEMOW NO YMOAHAHMIO!

host-scada=01 freeipa_host_is_pdc=yes

*  [windows]
OnpepeneHie
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fpynna ana yaaoe Ha OC Windows, ans koTopbiX HEobBXOAWMO CreHepupoBaT CKPMMTLH
NOAKNKONEHHSE K A0MEHY

Cocran

Mo ymoauaHwi:

ck11-proxywinld

[ather]
OnpepeneHie

CTopoHHKME yanhl, CBAZE © KOTOphIMK TRebyeTca gaa obecnevenwn pabotel gomexa CK-11.
Cocras

Mo  ymonyaHue NPecTagned NPUMER © Y3A0M A48 DAIMEWEHWA  BHEWHWX
penoanTopwes OC

hostname_3

Mpusaep 3anoaHeHHoro Gaing KoHdury paumn
gqa-i2-lh-depl arsiple host=18.10.10.51 ansible nser-administrator

Gamllm]h=ppl angible hast=10,10.10,084 arslkle usersadalnistrater poastgresdl lnaca
ga-iZ-1h-his zpsibkle bost=lDd.10.10.201 ansible usersadministrator postgresqgl insctanoes

& Fpynna doorak=geiiliospzr [ESREPAE allad B |
[manager]
qa-Lli-lh—oepl

L] I."'P?.'lrli AELTOR; HA FROTCPRSH FOUAHARIARAATSN KimchfisEc
1ekll]
ga-i2-lh-opl

§ Fpynna acadd EDcTal ECMNNEwca
{ckll scada]
ga=id=1h=cpl

| Tpyooa wal XOCToR EOMLTAKOS
{ckll web]
ga=id=mlh=cpl

i T'pymoa cepeepon postgresgl
‘poatgresgl]
=] d=l b=l
Gua=]Z=mlh=hig

¥ I'pydina cape=pop cabbltmg
I rabBitEal
ga-1Z2-1lh-opl

Tl
QimiZm]llh=gpl
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1.1.33.2. Hactpolka napaMeTpOB YCTAHOBKMW

Ecan napameTp e TpebyeTcn, yoranasansdetcn cumson: [| noche asoeTouws
[ranpuwep, dns_servers_primany []).

LA Crpoka password_changeme oanadaeT MooBXOAMMOCTE JAMOHN CTPOKM H3
\\;!;“ MAPGAL 408 POAMTEASCKOrD ATRHEYTA,

ATpiuliyTe, OTCYTOTEYIOWWE B AOKYMEHTILME, MEHATE HE PEKMBEHIFETIR.

1. MNogkNoyvnTecs K CepEepy TEXHNYEeCKOTD ohCNRMBAHKE.

2. NepeiAtd B katanor fhome/administrator/ansibla/inventory/group vara/

3. Edaine allfall.yaml 333aTh IHAYEHWA CABAYHILMYX NAapaMeTpos WHEBEHTapA Ansible

rasponsibla_parson: ©®W0 w TenedoH ANR CERATM AAMWHWCTPATOPRA;

target instance: noepgoMMM  Tekywero maEeMnaspa  CK=11.  Pekomengyercs
WCMONLI0BEATH B KALYECTEE NCEBAOHMME abBpeEnaTypy HAIBAHKA opradv3aumun, JaHHeIR
NCceBAoHUM  BYAET WCNOABIOBATHCA B WHGOPMAUWMOHHL coobBlendwax CLL Momer
COCTORTE W3 ByKE natiHokoro andasuta, uWdp, cumeona "_";

deafult timezone: YACOROW NOAC CEPREPOR, KOTOPBIA DYABT YKRZAH NPW HACTROWMKE
C¥B/l PostgreSQL. Mpwu 3anofAHeHMA AaHHOro nong HeoBrogumo yBeauTecn, uTo Ha Bcex
cepeapax CK-11 ncnons3yerca ogMH W 10T #e SaCoBOW NORC,

nl}Eh'II:I-TI‘.'I'E-TI: CNACOK BOEY BOIWMOEHLE SACOERN MOACOE BO3MOMEHD, BEbIMONHAE

— KOWaHLY:
Limedatact]l llst=timezones
Crspsid WACOEDMS MORCA BRIMOAHEETOR KA H,D.ﬂl:i

sude timedatectl set—ftimezone “Europe/Moscow™

AononHWTeNbHO MOMHO yYKAZaTe Napamerp "ckll energycanonicalmodal path”
Napametp ykadblgaet nyTs k XMi-bafay ¥aHOHWUECKDIA MOJENM IHEProCHCTEMBI, ANR
WCNONBI0BAHMA NOJBIOEATEMLCKOR BEPCUN KAHOHWYBCKDH MOaEAH.

Mogane, o napasetrp ckll energycanonlialmodel path Ao6ARAATE

n Ecam He TpeByeTcA MCNOABEITEATE NONLICEATENLCKYMD S8PCHH EIHOHMHEOEDH
HE Cnagyet.

4, B paine all/backup.yaml 33/3Th IHAUSHWA NAPAMETPOR PEIEPEHOTD KONWRORAHWA

B PostgreS0L;

5 B gaitne all/network.yaml 3IaNOAHWUTE HACTPORKM CETH, CEPEEPOR CWMHXPOHUIALMM

gpestern, DMNS=ceprepor AnA NapaMeTpoR MHEeHTApA Ansible:

natwork mask: KOPOTKAA W NOAHAA MACKA NOLCETH;

network default gateway: 3Jpéc CETEBOIO WAKIA, MCNOALIYEMOTD MO YMOAHAHMID,
timesyne primary servers: CNUCOK NepBruMbx ntp cepeepos,

timesyne fallback servers: cnacox fallback ntp cepeepos;
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dnas servers primary: |[P-agpec nepewusoro DNS cepeepa;
dns_saervers_fallback: cnucck |P-aapecos fallback DNS cepeepos;

3aAaTh NapaMeTpsl aoMeHa Cnywbel KaTaAOTOB:

primary demain: noaHoe MMA gomeda CrysBm katanoros,
primary domain controller:wma [hostname) wowrtponnepa  gomeda  Coywbe
KaTaN0T 0,

friend realms: CnWCOK ApysecTBeHHbx gomenos Cnyxb karanoros,

6. Ecam B danne aAvueHInw Cwcrembl oToyToTeyeT onuma “HIS", yvaanuTe onwcaHwe
akzemnaApa "his" & paine all/postgresgl . yaml,

7. B daiine all/repasytoryas.yanl 330aTs IHAYEHME NAapaMEeTpa WHBEHTApR Ansible;

raposytoryes advanced: Ccnucox CTpoX MogKAKOYMEHMA K penoddropuAas [0,
COFAAHWE KOTOPLIX ONWCAHOD B pazaene "Coafavuwe PENOIUTOPWER M3 QWCKDR Astra Linnd

w aobagneHHbix B Padn Setcfapt/sources.list.d/default.list. Npuumep
AANAAHEHAR NapaMETRa
rapoaytoryes_advanced:
— deb hl:1',1:|:,-"."'.:‘.'-E-|-IG'EI--IE|'.':EE'I,|"_-|1::.'.4:n.-=I;_m.:|'|r| stable main contribk non—freo
— dak hrtp,',u".l".:,:l-l-!-l-1E':I-,133:Eu,.".gr.¢-:nn._-:l:_dmral stable maln contribh non—-Ffras

— deb http:/ /L0, 81,165,157 :80/smolensk _main updates F0200327 stakle main
contrib non=trea

= deb http: /f10.61.16%. 15T 160 spalengk_deval updates 0200327 stable main
contrib non=Craea

8 B dawne all/users.yaml 330aTh IHAYSHMA CABIVIOWWX NAPAMETPOBE WHBEHTAPA
Ansible:

administrator user: WMA AgMWHKWCTRATOPA, AaHHOe Npw yoranoeke OC Astro Linux.
Mo ymonuanu — administrator,

administrator password: Napo/s AAMUHWCTPATOPA, 3303HHLIA NpW ycranoske OC
Astrg Linu;

ckll pw: napons y4éTHOH 3anuck ‘monitel’, of umedn koTopol BygyT 3anyCKATLCH
cmyorbm CK=11;

jereport database: napamerpsl nogeiovediAn & b JsReport. HeobBxogumo
HAMEHAT: TONLED Napois NoNs308ATENS jﬁﬂ.l‘.iEl:

administrators: CNWMCOK agMUHWCTparcpoR cepeepoB. [lo ymon4aHmo y=adadbl
AAMHHKUCTPATOP, 3a4AHHBIW NPW ycTaHogke OC, 1 root;

users: CNWCOK NONALIOBATENER, AR KOTOpbix Gyger paspeweHo nNOgKIKOYBHWE K
cepeepam CE=11 no S5H. Ona kaxkgorc NoAbIOBATENR B CNWCOK KMOMER sah kays
HeSDNoANMS ACBABWTE NEPCOHANbHBIE NyBNHYHBE SSH-KARuYW,
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CEX

postgresgl su users: JOMEHHBIE Y4ETHbIE 3anWvcd agMuHWcTpatopos CK=11,
KoTophie ByYAYT MMETh NPMBANETMA superuser B CYE[ PostgreSQL. favmsie NpHBMierim
HEoDXOAWME ANA PaboThl C NPUNICKEHHAMK, B KOTOPbIXN BMNOAHAETCN COZJAHWE HOBBIX
6a3 ganHbix, Hanpwsep, OdbCreator W "YnpasaeHwe pabouiMy MOdenaMA";

postgrasgl worker users: AOMEHHBIE VHETHRIE 3ANWCH, KOTOPLIM pPaIpeleHD
YTEHME W 3ANKCh & BAIb AAHHBIK CHETEMbL. B AAHHLIA CNHCOK A0A%Hbl BbiTh BRAKIUEHDI
YHETHRIE JANMCKA, OT WMEHW KOTOPBIX NPOXOAWT ayTeHTUWKaUWs cepewca "Chywxba
ynpagnenns  3agagamin  CK-11" (CK-11 Supernisor] Ha cepBepax W KAMBHTCKWX
komMnskTeEpax. Mpw ayTEHTHGVKALWMA JaHHBX Noak3ceaTensw vepel Kerberos gocmyn &
B ByaeT ELINDAHATLCA OT WMEHW |[postorosgl worker user] (N0 yMOAdaHWD -
“ck11_keb"), sranowerocs enagensuesm ecex b6 Cacremul;

postgrasqgl replication_user: NOALIORATEND repluser, ot umenw koToporo Byaet
BLINOAHATLCR pennukauna 8 PostgreS0L. Heobxogmmo HaMeHnTs ToNLED NAPOak;

postgresql worker user: nNoAs3cRaTent PosigredQL, o7 WMEHW  KOTOROTOD
gunonHAwTcs onepaynn B CYBS cepewcamm CK=11 Ha cepBepax W KAMEHTCEWX
gomMnsoTepax TpebyeTca MIMEHWTE TOALKD NAPOL;

postgreasql su_user: Yy4ETHAA 3anvce PostgreSQL, obnajamowas  npasamm
cynepnonsiosatend. TpebyeTcA MAMEHUTE TOALKD NAPOAL;

postgresgl su pwd user: yuETHas 3anuce PostgreSOL, ofnapgarowas npasamu
CYNepnonbLICBATENA C NPABOM NOSKAKIMEHKA NO AOFMHY ¥ napomo. Tpebyercs HaveHUTL
TONBKD NAPOAL;

postgreasql superuser pw: N3poAb CyMEpNOALICEATENR "postgres”,

ckll server services user: YYETHAA 3aNdch NOARIOBATEAA, OT WMEHH KOTOROTO
Byper BunoAHATECR ayreTudueauwr  Kerberos ecex cepeepuex 3agau CK=11, c

nogroToBneHHem keytab-dainom;

ckll clisnt sarvices users: OOMEHHBIE MORLICBEATEAW, OT MMEHW KOTODLIX
BbINOAHASTCA ayTeHTAdMKALWA cryibel CE=11 Supervisor Ha KNMEHTORAY KOMABIOTEpaX,

ckll_admin_users: MAOMEHHBE NORLIOBATENM, KOTOPbIM  ByayT HazHaueHs
npuewiervn AgmuHncrparapa CE=11 8 mogens "Kondmrypauua cncremil™;

ckll_admin_hosts: KOMNBHKITEPS NOJB3CEATENSH, OBARAOWMX NPHBMASTUMAMMK
AgmuHrcTparopa CK=11 & mogenn “Kondmrypaumws cncreme’;

ckll sessicnservice allowed usars: CMUCOK NOJNLIOBATENEH IOMEHE, OT MMEHK

xOTopblx Oyger npoxogMts ayredtipueayumn “Cmykba ynpaenedns  3agavamme CK-
11" (CK=11 Supervisor) Ha cepsepax W KAMeEHTCKMX kKoMnbioTepax. fomed W MMA
NONLIOEATENR YEATLIBAKOTCH B HMMHEM DervcTpe;

HMaueHn™s na PN NOALITEATEAR rﬂ:]::.i.t:mq_.t:lm_inimtr;t.ur uaar,

9. B daiine ekll.yaml 3a3aTe IHAUEHMA CARAYIOLLMK NAPDAMETPOR WHEEHTAPA Ansible:

ckll configuration server: nondoe wwms (FOQDN] yana host-scada-01, Ha xotopom
Gyger pazsepuyTa bl mogenw “Kondurypaumn cuctemm” (odb_sysconfig);
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ckll smb shares: MyTW K CETESLIM PECYPCAM AAA MOHTHPOBAHWA K cepeepam CK-11.
s YEATAHAA MyTA L00MHL MCHOALIOEATECH TOALKD BAATHHCKWE CAMBOABLL, & TAK e Ny
HE SONKEH COAEpXaTs NPoSENcE W CHMBONCR NMYHKTYALWH, CNELCHMBONOR.

10, B paitne manager . yaml 33aTh IHAYEHKUA CREAYIOLLIMY NADAMETPOR MHEEHTAPA Ansible;

okll deploy usar: nNOALICBATEAL, OT WMMEHW KOTOpOro  GyAeT BLINOAHATLCR
ayTEHTMGWKALMA B PostgreSQL Ha cepRepe TEXHWUECKOTD OBCTOKMBAHWMA TNIpW
pazpEpTranuir CK-11. Heobxogumo yka3aTe OJHOTO M3 NONLIOBATENEH, BXOJSLMK B
cnucok [postgresql su wsers] ¢aisa users.yaml, € NOATOTORNEHHBIM keytab-
daRnom

ckll init disable asnergy schedule: 3anpeT Ha nNOAAEPXKY PACAWCAHWA
Bhinyckos B obwerrkux mogenax bfl, ywalweaerch scerga, worga He tpebyerca pabora e
PErfaMenTe BbiNYCKOE MOASNH,

ckll cut om by license: NpW BKAHMEHHOM NAapaMeETPE NMPOWMCKOANT YCEUEHWE
KaHOHWHeCKDR Mogend 3vepretueckdx bfl B COOTBETCTEMKM € OMUMAMMK AHMUEHIHK
Crecresbl. Mo yMonyaHmw 400eHo SoTh "yes'
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B3 CEX

1.1.34. MoHTHpOoBaHWe XpPaHMNKILE ONA pesepBHWX konun B0

Ha cepeepax, yxa3iaHHwWX B rpynne |postgrasgl| $afna hosts WHEeHTapR Ansible,
CMOHTHPODBaTE B KATANDM /backup BHEWHEE XpaHWnWle AnR 3k3emnarpos PostgreSOL,
MMEHILER ADCTATOMHOE KOAWMYECTED cBOBOAHOND MECTA ANA XPaHEHWA pedepeHblX konwk B

1.2. Yctanoexa CK21.Power SCADA

4 YcTaHOBKA CEPBUCHOW W NPe3eHTaALMOHHON YacTen

fan wavana yoramoBsd Power SCADA weobxogvmo nosywdTs aeTyansHyl cbopey,
ERTOHAROLLYIO CEPBMCHYIO W NPE3EHTALMOHHYI0 Y3CTh.

CepBMCHAR YacTh BRAKIMABT CASAYHILME KATANOM M
* W5 _NDGate]
» WS NMAG;
* WS NOStyles;
s W5 HDCimDiagramSouroe,
# Monitel NDiogen.Translator.Indlicatar
¢ Monitel .Hlicgen.Translator . MCH,
* Monitel.NDicgen.Translator.Network;
# Monitel HDiecgen.Tranalator.23RBasic;

# Monitel. .Hbicgen.Translators. Common.

MpeleqTaUroHHaR YacTh BXAKINAET Credyraujne apxmBs: HMAG . z1ip W HDiogen, zip.

*  ¥Yeradopxa cepeucHon vacTi Power SCADA

CepBrcHan YacTe obecneymzaseT GyHKLUMOHWPOBAHWE NPUADKEHMA HA CEPBEPE,

AAn YCTAHOBKM CEPBMCHOW 4YBcTH Ha noaMmrode CK=11 ckonupydre ciegyioume
KaTanory B KAaTanor npt"-.l::{—] 1

* W3 _NOGate;

* WS _NDStyles;

* W3 NMAG

# W5 HOCimDiagramSource.
fanee ckONUpYlETE COASPXMMOE CABAVHHMLMX KATANOMOE B KATANOr opt'\CK-
11\W5 NDGate:

e Monitel.Wlicgen.Translator. Indicatar,

# Monitel NDicgen.Translator . MCH;

# Monitel HDiogen.Translator.Network,

e Monitel .Wiicgen.Translator. PERBasic;
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# Monitel HDiogen.Translators.Cammon.

B daine xoHPWrypaLMW cepBdca W3 NMAG.config.json WIMEHWTE JHAYEHWE
napameTpa Host HA WONOALIYEMBIA  AomeH (aapec CepRepa, HA  KOTOpOM
YCTAHABAMBARTCA NDWNOXEHME].
"Logaing™: |
"Loglevel™: |
"Default®: *"Informatien®,

"Mlcragoft.,AspMetCora” s “Warnlng®

Te

"hllowedHoala™; new

"Seheme": "hLbEpsn,

"Hozt": "dey=pndl=opl.oikdev.locsl®™

4 YoTeHOoBXA NpelsHTaUWoHHOW yacT Power SCADA

MpeleqtaduosHan  wacte obecneunBasT BIAWMOARKCTEME  NPWIDMEHWRE
ModbIoBatensM M BEAOHAET B cebd NofdbIoBaTenbokui HJ-I'TE‘FI[P-EEE ApAdEe A
NMAG, pacnofoseHHOro B apxMee NMAG, Zip a TAOKS MLIATMHbL.

MnarvHbl = 310 MOAYNH, KOTOPLIE MOXHO 40BABAATL WKW YOARATE M3 NpUAcKeHMA Gel
HapyweHws ero paboTocnocobHocT. Ouk  pacwupRioT  GyHKLWOHANBHOCTE
NPANOMEHMA W BIAMMOJEACTEYIOT € HWM  Yepel  OTEPbITbIE  NPOrpaMMHbe
HHTEPOEACH. Ha JaHHbIA MOMEHT NPEACCTABASH O0WH NNArMH NDiogen. zip.

flas ycTaHoBKM Npe3eHTaLWOHHOW YacTH Ha Nnonwrode CK=11 veoBroavmo:

1. Pacnaxosars HMAG. zip B KATANOM opT /CE=1]1 /wwwroot

Z . Pacnagoeate MD: cgen ., =ip 8 KaTanor; opl /CH=11 fwwwraoot

4 Onwcadue cepeucHOW yacTn Fower SCADA 8 KoHdurypauwK cucTemsl

(SysConfig)

Kawaoe CepBMCHOE TIPURONKEHWE NONYYRET NAPAMETD EOMAHAHOW CTPOEM urls oOT
Cynepenaopa, KOTOpLIM WONOALIYETCH ANA  YEAIJAHWA  ANPECOE, NPOCTYUWMBASMbLIX
npuacxkerues. Bee cepavcHble NpuaoxeHka noggepeseaar TLS.

Onucanne B KoHburypauwu cnctemsl (SysConfig) cocrouT va cregyiowmx stanae;
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BS CEX

*  Ornwcanwe cepeepHoro N0 &8 KoHpurypaumm cucTesmel

1. Ans obbexra "Beb-cepiuchl”, HaxogaweracA B nanke "Cepeepydoe Q7 coigam
aouepHU obbexr “MetCoreApplication”,
2. 3ANCAHWTE MONA H3 BEAALKE COZAAHHOTO obbexTa:
» Havmenosarwe: NDiogern: W5_NDGate.
« UID: 3anonHAeTCs aRToMaTHYECKH
# APl WebService.

o Myt & ononHASMoMy $aiiny (ecnn cepBwc Boll pACNOONEH He B KOpHe, 8
nogKaTanore, TO ] MyTh HySCH O YHATATH c
nogkarancros: (\ndWi_NDGate\W5_NDGate. dlf).

il'lulﬂ,qepm NpoToRsAS EEEHMEI-,ELEEEI'E.HH C E}I‘I‘IEPEH]EIFHJH'. YCTaHOBAEH
dBTOMATAWECKI.

¢ Bpemsa paboTed OCTABHTE NMYCTRIM.

« DOpMAT NapameTpoR na ymoauatue: ([namea]=[value] ana REST-cepaucoRr).
L P'HEIPE'IJIHTI: CAMOCTOARTEABHDE 3|':IEI-EFIIIJEHHEI OCTaBTh I'I:.I'EI'I:IH-

» MaxcvmansHoe YO ASCKPUITOPOS. OCTABMTE MYCThIM.

¢ MakcHMAENBHOS YACHO NAMATH: OCTARHTE NMYCTHIM,

¢ Ongadve WHALWanklagmia; 30

# Bpema oxuianas 3asepwenns: 10

o KOMNOHEHT MEXEOMEHHON CUHXPOHUIALIMN. OCTRBKMTE NYCTHIM,

3. B pasgene “ByogHsie napasetpel” A0bAaBRMTE napametp © wumeHes “uds”,
YCTRHOBWTE NapameTp “ObRzatensHui®, Bebpate popmat “([name]=[valuel)” » &
El'ﬂ..ﬂﬁ-Ll,-E FHAYEHKE No YMOAYAHAKY YCTAHODBWTE agped C ﬂll}ﬁ-hlu HEZaHATHIM
nopTom, HanpuMep, http: //127.0.0.1:7706.

4 OmpbiTe A0 codgaHHore obbexta “NetCoreApplication”™ oxso “Cho#cTRa
obwexTa” B Pegaktope Mogenw,

» [lna napamerpa ResourceApi: WebService yxe subpan.
» fns napametpa ResourceType: embpams “REST-cepanc”.

" OnucaHue akzemninpa pecypca B KoHduwrypaymm cucTembl

Kamimil 3x3eMnAfp pecypca onkceiBaeTcs KAk cepBepHan 3agava. 3a8aua COgepruT
NADAMETD KOMAHAHOW CTPOKM urls ¢o THAUSHWEM BIALA

E@BASE_ WEB_PUBLIC_URLEM®/ <oTHOCHTENLHBIA NYyTh NEHACHKEHMA >

OrHocHTeAsHLIR myTe ana Web=AFl cepeucos fopmupyeTcrs no wabBaouy: apif <Hms
TR RBDREHAA >,

Kpome TOra, 3agaqa Filalik U COOEPHEATh CTpOKY MNOAENHIYEHNA
guaa: @EBASE_WEE_PUBUC_URLE®E/ <oTHOCMTENLHBIA MyTs MPAACHEHWA >
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1. B nanke "Beb-cepRuch”, HaxoAawedcA B xateropwd “CepRepnl”, COZ0ATH
acuepHid obbext “SheduledResourcelnstance”,

2. Npw cosganun "ShedudedResourcelnstance” noAsuica okHo Bmbopa pecypea, rae
Heobxoaumo BeGpate ofwewt “NetCoreApplication” colganHmi B Npeas e
NyHKTE,

3. 3apate crpoky NogxaloseHMA a8 cepeuca WS NDGate 8 suge:
@@BASE_WEB_PUBLIC_URL®@/api/nd-gate,
rae fapl/nd=-gate = oTHOCHTEABHBIA NYTL 408 oBpalwedun K cepeurcy.

4 YcranoewTe napaweTpel 3anycka; ‘B pabote®, *Ha ocHoeHoM®, "Ha pezepeHomM”,
“Ecnw aowmex pe:jepm-lhlﬁ'.

5. OTpwTe and codgaHdore obbwexra “SheduledResourcelnstance” okdo "CeoicTea
obbvexta” B Pegaxktope Mogenw,
o flns napametpa “ShedulingType® = ycranoents “atStartup”.

« [inn napametpa “StartGroup” — yCTAHORWTR FRYNINY, Uid KOTOPOW COOTRETCTRYET
rpymne 3anycka NE3,

AHanorvuHeiM 0BpazomM DNHCATE OCTaNbHBIE CEpARMCH. JAA Kamaoro yalats CTpoxy
NOAKAKMEHKMA CO CIERYIOWMMMA DTHOCUTENLHEIMEK TIYTRMA.

» anA W5_NMAG: fapi/nd=-mag;
= anA WS NDStdes: fapi/nd-stdes;
» and WE_NDCimDiagramSource: api/nd=cim=diagram.

*  lNpoeepea cepawcHora N0

Mocre onvcadKa cepercoe B Koudurypaurn clcTemsl, Heobxogumo nepelarpyauie
cepanc “Kondurypatop peb-cepeucon’. faddmd cepesc npW crapre obHomamer
KOHGUIYP LMK Mirx B
danne. Jecc/nginx/sites/ckll/locations/dynamic. cons.

Ana  xa=goro w3 cepsrcor WS ND* B srom  dadne poaked NOABWTLCH
COOTRETCTRYIOWMA paigen: location.

Hanpusep, WS_NDGate: location =* */api/nd-gate{? <api_ur path_enc>. +)

api/nd-gate = 370 CTpoxa, 3agaHHaR B KoHdWrypauww cepewca B SysConfig:
E@EBASE_WEB_PUBUC_URLEE/api/nd-gate,

WimenHo no api/nd-gate Mgink noHwmaeT, uTo HAAOD NepedjpecoBaTs 3anpoc K
CEpBMCY.

Taram obpazom, 3aNPOC K AOKANKHO 3aMyWeHHoMy cepency WS5_NDGate eairnsaut
TaK http://1localhost: 5137 /nd=gate/method,
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A K cepBMcy Ha noAwroWe: https://devendl=opl.oikdev.localfapi/nd=-
gate/gate / method,

rae apifnd=mag = agpec gne Nginx, gate — wume kostponnepa, method — ero merog,
dev-nd1=-opl.olkdevlocal = npymep noaxrona.
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